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On the Secrecy Gain of Isodual Lattices from
Tail-Biting Convolutional Codes

Motivation Numerical results
m Wiretap channel: secure and reliable communication. 13
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m Challenge: Design lattices for the Gaussian wiretap channel. 9
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m Pure double circulant codes (PDCCs) generated by G = (I Bx), where By is a circulant

Figure: Comparison of the best-found secrecy gains of

matrix Construction A lattices obtained from TB isodual codes
b1 by ... by with memory m = 3,4, 5,06, and the best PDCCs, for even
b, by ... br._1q lengths 12 < n < 40.
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m Let C, be the set of sequences obtained by traversing the trellis from state s at time 0 to state
s at time £ of a convolutional code C with a given memory m. The set U_,C, is a [2£, ¢] linear |
block code known as tail-biting (TB) convolutional code. _ 10°
m Codes such that their weight enumerator satisty the MacWilliams identity are called formally °§D
_ >,
self-dual codes. 102
m Let ¥ be a binary |n, k| code, then Ax(¢) = \%@(%) + 27.") is called a Construction A S
lattice, where ¢ denotes the natural embedding. Lattices obtained via Construction A trom . .
tail-biting convolutional codes are denoted as tail-biting (TB) lattices. 10
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m Let A be a lattice with volume vol(A) = ™. The secrecy function of A is defined by n
— o @VZ”(“_) Figure: Secrecy gain evolution for fixed codes.
=A(T) = —, ) . o
@ A(ZT) Convolutional codes, with generator matrices in octal
for 7 = —iz > 0. The secrecy gain of a lattice is given by &\ = sup, ., ZA(7). notion, are selected from [3], |4]: G = (57) (red), G = (7 53)

(pink), G = (561 753) (green), G = (56235 63337) (black).
m Objective: Design good lattices to achieve high secrecy gain.

' Theorem 1: 11, Th. 2| Let # be a formally self-dual code. Then | Analysis and Conclusions
[: (T)} -1 _ VV%(\/1 +1(7), \/1 — t(T)) m Other remarkable results that outperform
~hae) 23 ’ unimodular lattices:

where 0 < ¢(7) = %i(ir)/9(ir) < 1. o n=060, &, ~ 54721,

o n =380, {p,,, & 236.191,
o n =100, &r,,, =~ 991.887.

Theorem 2: [2, Th. 46] Consider n > 2. If ¥° is secrecy-optimal, i.e., “haio(T) 2 Zny () for |
any formally self-dual code # of length n, then

. | { " A, (%)} m Exhaustive code sgarchgs of TB convolutior.lal
¢ = argmin Z : codes allow us to investigate the secrecy gain
¢ formally selfdual | =5 @ + 1 of higher dimensional lattices (up to n = 108 in
this paper, but in principle, easily extendable).
Contributions m T'B convolutional codes allow eflicient decoding
m Search for rate 1/2 TB convolutional codes (resp. TB lattices) that improve on the secrecy gain. due to their trellis structure.
m Best TB 1sodual codes are comparable with PDCC codes in terms of performance, indicating = Study the flatness factor in future work in
an advantage tor using 1B codes. order to estimate the information leakage
m Optimality test (Theorem 2) was performed for all TB convolutional codes. instead of error probability.
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