IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 40, NO. 3, MARCH 2022 847

Private Linear Computation for
Noncolluding Coded Databases

Sarah A. Obead
Eirik Rosnes

Abstract— Private computation in a distributed storage sys-
tem (DSS) is a generalization of the private information
retrieval (PIR) problem. In such a setting, a user wishes to
compute a function of f messages stored in n noncolluding
coded databases, i.e., databases storing data encoded with an
[n, k] linear storage code, while revealing no information about
the desired function to the databases. We consider the problem of
private linear computation (PLC) for coded databases. In PLC,
a user wishes to compute a linear combination over the f
messages while keeping the coefficients of the desired linear
combination hidden from the databases. For a DSS setup where
data is stored using a code from a particular family of linear
storage codes, we derive an outer bound on the PLC rate, which
is defined as the ratio of the desired amount of information and
the total amount of downloaded information. In particular, the
proposed converse is valid for any number of messages and linear
combinations, and depends on the rank of the coefficient matrix
obtained from all linear combinations. Further, we present a PLC
scheme with rate equal to the outer bound and hence settle the
PLC capacity for the considered class of linear storage codes.
Interestingly, the PLC capacity matches the maximum distance
separable coded capacity of PIR for the considered class of linear
storage codes.

Index Terms— Capacity, information-theoretic privacy, private
computation, private information retrieval.

I. INTRODUCTION

HE problem of private information retrieval (PIR) from

public databases, introduced by Chor ef al. [2], has been
the focus of attention for several decades in the computer
science community (see, e.g., [3]-[5]). The goal of PIR is
to allow a user to privately access an arbitrary message stored
in a set of databases, i.e., without revealing any information of
the identity of the requested message to each database. If the
users do not have any side information on the data stored in
the databases, the best strategy is to store the messages in at
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least two databases while ensuring PIR. Hence, the design of
PIR protocols has focused on the case when multiple databases
store the messages. This connects to the active and renowned
research area of distributed storage systems (DSSs), where the
data is encoded by an [n, k| linear code and then distributed
and stored across n storage nodes [6], usually referred to as
coded DSSs. Using coding techniques, coded DSSs possess
many practical features and benefits such as high reliability,
efficient repairability, robustness, and security [7]. Recently,
the aspect of minimizing the communication cost, e.g., the
required rate or bandwidth of privately querying the databases
with the desired requests and downloading the corresponding
information from the databases has attracted a great deal of
attention in the information theory and coding communities.
Thus, the renewed interest in PIR primarily focused on the
study and design of efficient PIR protocols for coded DSSs
(see, e.g., [8]-[15]).

A recently proposed generalization of the PIR prob-
lem [16]-[20] addresses private computation (PC) for func-
tions of the stored messages, also denoted as private function
retrieval [21]. In PC a user has access to a given number
of databases and intends to compute a function of messages
stored in these databases. This function is kept private from the
databases, as they may be under the control of an adversary.
The PC rate, defined as the ratio of the desired amount of
information and the total amount of downloaded information
is the main performance metric in this line of research.
Accordingly, the PC capacity is defined as the maximum of
all achievable PC rates over all possible PC protocols. In [16],
[21], the capacity and achievable rates for the case of privately
computing a given linear function, referred to as private linear
computation (PLC), were derived as a function of the number
of messages and the number of databases, respectively, for the
scenario of noncolluding replicated databases. Interestingly,
the obtained PLC capacity is equal to the PIR capacity of [10].
The extension to the coded case is addressed in [18]-[20].
In particular, in [18] we proposed a PLC scheme based on
maximum distance separable (MDS) coded storage. The pre-
sented scheme is able to achieve the MDS-coded PIR capacity,
i.e., the capacity of PIR over noncolluding MDS-coded DSSs,
established in [12], referred to as the MDS-PIR capacity in
the sequel. In [19], private polynomial computation (PPC)
over ¢t colluding and systematically coded databases was con-
sidered by generalizing the star-product PIR scheme of [14].
An alternative PPC approach was recently proposed in [20]
by employing Reed-Solomon coded databases with Lagrange
encoding. For low code rates, the scheme improves on the PC
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rate of [19]. In [22], we proposed two PPC protocols inspired
by the ones from [19], [20] and showed that improved PC
rates can be obtained when the number of messages is small.
The PC capacity for the case where the candidate functions
evaluations are the stored messages plus the evaluation of
an arbitrary nonlinear function of them was derived in [23].
The special case of private monomial computation (PMC) was
addressed in [24], where the PMC capacity for an asymptoti-
cally large field size and under a mild technical condition on
the size of the base field was derived. The technical condition
on the size of the base field can be shown to be satisfied
for a sufficiently large base field. Recently, PC was also
extended to the single server scenario (all messages are stored
uncoded on a single server) with side information in [25], [26],
where the authors derived the capacity with both coded and
uncoded side information under two different privacy condi-
tions on the identities of the messages of the desired linear
combination.

Finally, a separate but relevant form of PC, the private
search (PS) problem [17] considers mapping records replicated
over n noncolluding databases to binary search patterns. Each
pattern represents the search result of one value out of a
set of candidate alphabets. The asymptotic capacity, i.e., the
information retrieval rate for PS with a large alphabet size,
of privately retrieving one search pattern is found to match the
asymptotic capacity of PIR for the special case of balanced
PS. In a balanced PS scenario, the nonlinearly dependent
search patterns are assumed to contain equal amount of
information.

In another line of research, for the case of noncolluding
databases, two PIR protocols for a DSS where data is stored
using a non-MDS linear code, were proposed in [15], and
the protocols are shown to achieve the nonasymptotic and
asymptotic MDS-PIR capacity, respectively, for a large class
of linear codes. The first family of non-MDS codes for
which the PIR capacity is known was found in [27], [28].
Further, PIR on linearly-coded databases for the case of
colluding databases was also proposed in [13]-[15], [29]. For
the PC case with noncolluding databases, however, capac-
ity results for arbitrary linearly-coded DSSs have not been
addressed so far in the open literature to the best of our
knowledge.

In this work, we intend to fill this void. Specifically,
we prove a converse bound for the coded PLC capacity for
a family of non-MDS storage codes considered in [15] (see
Theorem 2). The significance of our PLC converse is that
it depends on the rank of the coefficient matrix obtained
from all p candidate linear combinations. As a result, it is
valid for any number of messages f and any number of
candidate linear combinations y. Further, a capacity-achieving
PLC scheme for DSSs with noncolluding databases, where
data is stored using codes from the above-mentioned family
of codes, is proposed. Essentially, the proposed PLC scheme
both extends the optimal PIR scheme for coded DSSs in [15]
and the PLC scheme from MDS-coded DSSs in [18], strictly
generalizing the replication-based PC schemes of [16], [21].
As for the optimality of the achievable PLC rate, we prove
that the achievable rate matches the PLC converse bound of

Theorem 2 and hence settle the coded PLC capacity (see
Theorem 3).

This paper extends our previous work in [1] in several
aspects and presents these novel results in a comprehensive
fashion, highlighted as follows. We present the proof of
Lemma 3 required for the proof of the PLC converse bound
and provide a comprehensive description of the query genera-
tion algorithm, elaborating it with a detailed running example.
Further, we prove the optimality of our PLC scheme through
Lemma 4 and highlight the privacy-preserving features of our
PLC scheme over linearly-coded DSSs.

The remainder of the paper is organized as follows.
Section II outlines the notation and basic definitions, then
the problem of PLC from coded DSSs and the system model
are presented. We derive the converse bound for an arbitrary
number of messages and linear combinations in Section III.
A capacity-achieving PLC scheme for linearly-coded storage
with an MDS-PIR capacity-achieving code is presented in
Section IV. Some conclusions are drawn in Section V.

II. PRELIMINARIES
A. Notation

We denote by N the set of all positive integers and let Ny £
{0}UN, [a] £ {1,2,...,a}, and [a : b] & {a,a+ 1,...,b}
for a,b € N, a < b. Random and deterministic quantities
are carefully distinguished as follows. A random variable is
denoted by a capital Roman letter, e.g., X, while its realization
is denoted by the corresponding small Roman letter, e.g., x.
Vectors are boldfaced, e.g., X denotes a random vector and
denotes a deterministic vector, respectively. The notation X ~
Y is used to indicate that X and Y are identically distributed.
Random matrices are represented by bold sans serif letters,
e.g., X, where X represents its realization. In addition, sets
are denoted by calligraphic uppercase letters, e.g., X, and
X¢ denotes the complement of a set X’ in a universe set.
We denote a submatrix of X that is restricted in columns by
the set Z by X|z. For a given index set S, we also write
XS and Ys to represent {X(”): veS})and {Y;:j € S},
respectively. Furthermore, some constants and functions are
also depicted by Greek letters or a special font, e.g., X. The
function H (X) represents the entropy of X, and I(X;Y)
the mutual information between X and Y. The binomial
coefficient of a over b, a,b € Ny, is denoted by (}) where
(})=0ifa<b.

We use the customary code parameters [n, k| to denote a
code & over the finite field IF,, of blocklength n and dimension
k, where p is a power of a prime number. A generator matrix
of € is denoted by G*. A set of coordinates of ¢, Z C [n],
of size k is said to be an information set if and only if G¥ |7 is
invertible. ()" denotes the transpose operator, while rank (V)
denotes the rank of a matrix V. The function x(x) denotes
the support of a vector x, i.e., the set of indices ¢ such that
x; # 0, and the linear span of a set of vectors {x1,...,x.},
a € N, is denoted by span{x1, ..., x,}.

We now proceed with a general description for the prob-
lem statement of private linear function computation from
linearly-coded DSSs.
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Fig. 1. System model for PLC from an [n, k] coded DSS storing f messages.

B. Problem Statement and System Model

The PLC problem for coded DSSs is described as follows.
We consider a DSS that stores in total f independent messages
w® WY where each message W™ m € [f], consists
of L symbols W™, ..., W™ chosen independently and uni-
formly at random from F,,. Thus, H(W'™) = L, Vm € [f] (in
p-ary units). Let L £ gk, for some 3,k € N. The DSS stores
the f messages encoded using an [n, k] code as follows. First,
the symbols of each message W oy e [f], are presented
as a random f3 x k matrix over F,, i.e., wm — (Wz(;”)) i€
(6], 7 € [k]. Second, let Wz(m) = (WiET), ce Wi(;:)), i e g,
denote a message vector corresponding to the i-th row of
W™ Each Wz(m) is encoded by an [n,k] code & over
F, into a length-n codeword Cgm) = (Ci(T),...,C’i(Z’)).
The Bf generated codewords CE"” are then arranged in the
array C = ((C(l))T|...|(C(f))T)T of dimensions 3f x n,
where C(™) = ((C(m ). |(C,(3m))T)T. The code symbols
C(m) C(m), m € [f], for all f messages are stored on
the J- th database j € [n].

We consider the case of n noncolluding databases. In PLC,
a user wishes to privately compute exactly one /inear function
evaluation X(*) = (Xl(v)7 . ,Xév)), out of ju candidate linear
combinations X'V, ..., X® from the coded DSS. The p-tuple
(Xl(l), e ,Xl(”))T, V1 € [L], is mapped by a deterministic
matrix V of size o x f over F, by

(xM,..

The user privately selects an index v € [u] and wishes to
compute the v-th function while keeping the requested func-
tion index v private from each database. Here, we also assume
that the rank of V is equal to rank (V) = < min{y, f} and
the indices corresponding to a basis for the row space of V are
denoted by the set £ = {¢1,...,£,.} C [u]. In order to retrieve
the desired linear combination X(v), v € [u], from the coded
DSS, the user sends a query Q§v) to the j-th database for all
j € [n] as illustrated in Fig. 1. Since the queries are generated
by the user without any prior knowledge of the realizations
of the candidate functions, the queries are independent of the

Xl(ﬂ))T :Vuxf(v[/l(l),.n,vvl(f))-r. (1)

candidate linear combinations. In other words, we have
I(XO, X050, Q) =0, Vv e [l
In response to the received query, database j sends the answer

A§-v) back to the user. A;v) is a deterministic function of

Q§v) and the data stored in the database. Thus, by the data
processing inequality, Vv € [u],

H(AP [ @, c;) =H(AM | @, wi) =0, vj e n)
where C; £ (Cflj . 0613,012]), ... ,Cg;)T denotes the f

coded chunks that are stored in the j-th database.

To preserve user’s privacy, the query-answer function must
be identically distributed for each possible desired function
index v € [u] from the perspective of each database j € [n].
In other words, the queries and answer strings of the scheme
corresponding to each database must be independent from the
desired function index. Moreover, the user must be able to
reliably decode the desired linear function evaluation X,
Accordingly, we define a PLC protocol for [n, k] coded DSSs
as follows.

Consider a DSS with n noncolluding databases storing f
messages using an [n, k] code. The user wishes to retrieve
the v-th function evaluation X", v € [1], from the available
information Q;v) and A§»v), j € [n]. For a PC protocol, the
following conditions must be satisfied Vv,v" € [u], v # v/,
and Vj € [n],

[Privacy] (Q (v) A(v) X[u) (Q(v/) 14(,”’)7)([M])7 (2a)

[Recovery] H(X ”> Al Qi) =0 (2b)

From an information-theoretic perspective, the efficiency of
a PLC protocol is measured by the PLC rate, which is defined
as follows.

Definition 1 (PLC Rate and Capacity for Linearly-Coded
DSSs): The rate of a PLC scheme, denoted by R, is defined
as the ratio of the desired function size L over the total
required download cost, i.e., R £ o Where D is the total
required download cost. The PLC capa01ty is the maximum of
all achievable PLC rates over all possible PLC protocols for
a given [n, k| storage code.

C. MDS-PIR Capacity-Achieving Codes

In [15], a PIR protocol for any linearly-coded DSS that
uses an [n, k| code to store f messages, named Protocol 1,
is proposed. The PIR rate of Protocol 1 can be derived by
finding a PIR achievable rate matrix of the underlying storage
code ¥, which is defined as follows.

Definition 2 ([15, Def. 10]): Let € be an arbitrary [n, k]
code. A v x n binary matrix NJ'X (%) is said to be a PIR
achievable rate matrix for € if the following conditions are
satisfied.

1) The Hamming weight of each column of is K, and

2) for each matrix row X;, i € [v], x(\;) always contains

an information set of €, where x(X\;) denotes the support
of the vector \;.
In other words, each coordinate j of €, j € [n], appears
exactly k times in {X(\;)}ic[y), and every set x(\;) contains
an information set of €.

APIR
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Example 1: Consider a [4,2] code % with generator

matrix G¢ = <(1) (1) 1 1) One can verify that /\I{f% =
1 010). . . .
0101) 82 valid PIR achievable rate matrix for ¢

with (k,v) = (1,2). This is true given that, column-wise,

the Hammlng weight of each column in /\P“§ is & = 1. On the
other hand, row-wise, x(A1) = {1,3} and X(Ag) = {2,4} are
two information sets of & \V4
In [15], it is shown that the MDS-PIR capacity [12] can
be achieved using Protocol 1 for a special class of [n, k]
codes. In particular, to achieve the MDS-PIR capacity using
Protocol 1, the [n, k] storage code should possess a specific
underlying structure as given by the following theorem.
Theorem 1 ([15, Cor. 1]): Consider a DSS that uses an
[n, k] code € to store f messages. If a PIR achievable rate
matrix NI (€) with & = % exists, then the MDS-PIR capacity

Cuosen & (1= 5 [1- (&y/]

n n

is achievable.

This gives rise to the following definition.

Definition 3 ([15, Def. 13]): Given an [n,k] code €, if a
PIR achievable rate matrix N (€') with & = £ exists, then
the code € is referred to as an MDS-PIR capacity-achieving
code, and the matrix NS (€') is called an MDS-PIR capacity-
achieving matrix.

Accordingly, one can easily see that the [4, 2] code € given
in Example 1 is an MDS-PIR capacity-achieving code. Note
that the class of MDS-PIR capacity-achieving codes includes
MDS codes, cyclic codes, Reed-Muller codes, and certain
classes of distance-optimal local reconstruction codes [15].
In Section IV, we present a PLC protocol and a general
achievable rate for any rank (V) = r by using the PIR
achievable rate matrix Al'X of an [n, k] code.

III. CONVERSE BOUND

In [27], [28], the PIR capacity for a coded DSS using an
MDS-PIR capacity-achieving code is shown to be equal to
the MDS-PIR capacity. In this section, we derive a converse
bound for the PLC rate (Theorem 2 below) by adapting the
converse proof of [28, Thm. 4] to the linearly-coded PLC
problem, where the storage code is an MDS-PIR capacity-
achieving code. Then, we show that the PLC capacity matches
the MDS-PIR capacity (i.e., the PIR capacity for a DSS where
data is encoded and stored using an MDS code). The converse
is valid for any number of messages f and candidate linear
functions p. The following theorem states an upper bound on
the PLC capacity for a coded DSS where data is stored using
an MDS-PIR capacity-achieving code.

Theorem 2: Consider a DSS with n noncolluding databases
that uses an [n, k] MDS-PIR capacity-achieving code € to
store f messages. Then, the rate R of any PLC protocol is
upper bounded by

O] e HEGT

where 1 is the rank of the linear mapping from (1).

R < Cpic &

Note that by simply assuming that the candidate functions
are linearly independent linear combinations, i.e., u = 7,
the PLC problem reduces to PIR from [n, k] linearly-encoded
DSSs. If these linear combinations are also uniformly distrib-
uted, the proof of Theorem 2 follows directly from the PIR
capacity of [28, Thm. 4]. However, by providing a formal
proof for Theorem 2, we confirm that with added computation,
i.e., p > r, we can not achieve a better rate. In the following,
we present a general converse proof for dependent messages
and detail the conditions that lead to this conclusion. Before
we proceed with the converse proof, we provide some general
results.

1) From the condition of privacy,

H(AY | x®),0) = H(AM | x™), Q), 3)

where v # v/, v,v" € [u], and Q = {Q§v): v e [u,je
n]} denotes the set of all queries. Although this seems to
be intuitively true, a proof of this property is still required
and can be found in [12].

2) Consider a PLC protocol for a coded DSS that uses an
[n, k] code € to store f messages.
Lemma 1 (Independence of Answers From k Databases
Forming an Information Set): For any information set
Z C [n], = k, of the [n,k| linear storage code €,
and for any v € [u]

> H(A

'u) ‘ Q
JET

A1 9). (4)

Moreover, (4) is true conditioned on any subset of linear
combinations XY, V C [y, ie.,

H(AZ [XY.Q) = > H(4 [X.Q). )
JE€T
The proof of Lemma 1 is a simple extension of [12, Lem. 1]
based on [11, Lem. 1] and is presented in Appendix A.

Next, we state Shearer’s Lemma, which represents a very
useful entropy method for combinatorial problems.

Lemma 2 (Shearer’s Lemma [30]): Let . be a collection
of subsets of [n], with each j € [n] included in at least
members of .. For random variables Z-, ..., Z,, we have
Yosesr H(Zs) > kH(Zy, ..., Zy).

For our converse proof for the coded PLC problem, we also
need the following lemma, whose proof is presented in
Appendix B.

Lemma 3: Consider the linear mapping V' = (v, ;) defined
in (1) with rank (V) = r where v, j,,...,v;. ;. are the
entries corresponding to the pivot elements of V. It fol-
lows that (X(“), ceey X(i")) and (W(jl), .,W(jh)) are
identically distributed, for some h € [r|. In other words,
H(X®) . X)) = AL, he [r).

Now, we are ready for the converse proof. By [15, Lem. 2],
since the code 4" is MDS-PIR capacity-achieving, there exist v
information sets Z1, . ..,Z, such that each coordinate j € [n]

is included in exactly x members of . = {7;,...,7Z,} with
£ _ k

Applying the chain rule of entropy we have H(A
X¥. Q) > H(Ay) | X",
arbitrary.

(v) |

[n

Q), Vi € [v], where V C [4] is
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Let v € V and v’ € V° £ [u] \ V. Following similar steps
as in the proof given in [12], [31], we get

vH(AL | XY, Q)
> Y H(AY | XY, Q)

i=1

ED M DRIVEIPES

i=1 \j€EL;

/

(b)z ZH (v

=1 \j€eZ;

© S HAL) XY, 0) £ kH(al) | XY, Q)
=1

R [H(Af),

Q)

XtV XY,Q) —H(X) | A["). X", Q)|

L a[HX XY, Q) + (AL [ XV, X", Q) — 0]

D R[HXE [X7) HH(AL XX, )],

where (a) follows from (5); (b) is because of (3); (c) is
due to Shearer’s Lemma; (d) is from the fact that the v’-th
linear combination X(*") is determined by the answers A(Zl)
and all possible queries Q; and finally, (e) follows from the
independence between all possible queries and the messages.
Therefore, we can conclude that

HA X, 2)
R W) [ xVy Lk () | 3V 3 (@)
> SH(X"[XY) + ZH(A) [ XY, X, Q)
_k / E a1 xv x@)
= ~H(X )+~ H(AR XY XE,9), (6

where we have used Definition 3 to obtain (6).

Since there are in total 4 linear combinations and £ £
{l1,...,¢.} C [u] is the set of row indices corresponding to
the selected basis for the row space of V, we can recursively
use (6) r — 1 times to obtain

H(AL) X, )

r—1 kv
> Z<_) F(X () | xEratehy

n
v=1

+(E) M

r—

(g) ;(g)v H(x(€v+1) ‘ g

where (a) follows from the nonnegativity of entropy, and
(b) holds since H(X®+) | xt-fd) = H(xUter)) = L
(see Lemma 3). Here, we also remark that the recursive steps
follow the same principle of the general converse for DPIR
from [17, Thm. 1]. In [17], the authors claim that the general
converse for the DPIR problem strongly depends on the
chosen permutation of the indices of the candidate functions.
However, for the PLC problem, the index permutation of the
candidate linear functions intuitively follows from finding a
basis for V. Now,

4 ,...,KT}7 Q)

oy () =k
HUEEL o

v=1

L= H(X(€1)) (g) H(x(fl) | Q) _ H(X(h) |AE2)7 Q)

=0

- H(Aff;]“

®)
< H(Aff;]l)

Q) —H(4gy

)-SHnw

X (41) Q)

where (a) follows since any message is 1ndependent of the
queries Q, and by knowing the answers A 1) and the queries

Q, one can determine X“*), and (b) holds because of (7).
Finally, the converse proof is completed by showing that

L L w1
S HA™) TH(ARY) T OH(ARY | 9)

(b) 1
S TR
1+ ET}:l (ﬁ)
where (a) is due to the fact that conditioning reduces entropy,
and we apply (8) to obtain (b).

It can be easily seen that the converse bound of Theorem 2
matches the MDS-PIR capacity Cyps.pir for f = r files given
in Theorem 1. The capacity-achieving PLC scheme is provided
in the following section.

R =

= CpLc,

IV. PRIVATE LINEAR COMPUTATION FROM CODED DSSs

One of the main results of this paper is the derivation of
the PLC capacity for a coded DSS where data is encoded and
stored using a linear code from the class of MDS-PIR capacity-
achieving codes [15]. Based on the PLC converse bound of
Theorem 2, in this section we construct a capacity-achieving
PLC scheme. Our capacity-achieving PLC scheme is also a
generalization of the replication-based PLC scheme in [16].
Although the two schemes are build upon a different PIR
construction, both schemes adapt the underlying PIR con-
struction for dependent virtual messages through an index
assignment structure. Moreover, in order to optimize the down-
load rate, both schemes deploy a sign assignment structure
to induce redundancy within the queries of the modified
underlying PIR construction. In this section, we first present
our modified underlying PIR construction with Algorithm 1 in
Section IV-A. Then, we elaborate on the sign assignment
procedure in Section IV-C. In Theorem 3 we settle the PLC
capacity for a DSS where data is stored using an MDS-PIR
capacity-achieving code.

Theorem 3: Consider a DSS with n noncolluding databases
that uses an [n,k] MDS-PIR capacity-achieving code € to
store [ messages. Then, the PLC capacity is equal to Cpic,
where 1 is the rank of the linear mapping from (1).

We remark that since all MDS codes are MDS-PIR capacity-
achieving codes, it follows that if rank (V) = f, then the PLC
capacity for an MDS-coded DSS [18] is equal to the MDS-PIR
capacity CMDS-PIR -

We now start by constructing a query generation algorithm
for a coded PIR-like scheme, where its dependent virtual
messages represent the evaluations of the p candidate linear
combinations. A PIR-like scheme achieves a private retrieval
of the desired virfual message by following three important
design principles: 1) Enforcing symmetry across databases.
Each database is queried for an equal number of symbols
and the query structure does not depend on the individual
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database, i.e., the scheme structure is fixed for all databases.
2) Enforcing symmetry across virtual messages. 3) Exploiting
side information represented by undesired information down-
loaded to maintain message symmetry.

Given that the messages are stored using an [n, k] MDS-PIR
capacity-achieving code ¢, we can construct a v xn MDS-PIR
capacity-achieving matrix A}'% of Definition 2, and obtain the
PIR interference matrices Amm and B(,_)xn as given by the
following definition.

Definition 4 ([15]): For a given v X n PIR achievable rate
matrix NJ'R(€) = (M), we define the PIR interference
matrices Agxn = (ai ;) and B(,_.yxn = (bi ;) for the code
€ as

Qi j u lf}‘%j =1,Vje€ [n]v (S [H]v u € [V]v
bi; =u if \y;=0,Vj€n|, icv—cl, uelyl.

> >

Note that in Definition 4, for each j € [n], distinct values
of u € [v] should be assigned for all i. Thus, the assignment
is not unique in the sense that the order of the entries of
each column of A and B can be permuted. Moreover, for j €
[n], let A; £ {a;;:i € [k]} and B; £ {b;j:i € [v — &]}.
Note that the j-th column of A, contains the row indices
of AJ'® whose entries in the j-th column are equal to 1, while
B(,,,,i)xn contains the remaining row indices of A7'X. Hence,
it can be observed that 5; = [v] \ A;, Vj € [n].

Next, for the sake of illustrating our query generation
algorithm, we make use of the following definition.

Definition 5: By S(u|Axxn) we denote the set of column
coordinates of matrix Ay xn, = (a; ;) in which at least one of
its entries is equal to u, i.e., S(u|Awxn) = {j € [n]: Ja;,; =

u,i € [k]}.
As a result, we require the size of the message to be L =
vh ok (e., B =vH).

A. Query Generation for PLC

Before running the main algorithm to generate the query
sets, the following index preparation for the coded symbols
stored in each database is performed.

1) Index Preparation: The goal is to make the symbols
queried from each database to appear to be chosen randomly
and independently from the desired linear function index. Note
that the function is computed separately for the t¢-th row of
all messages, ¢t € [§]. Therefore, similar to the PLC scheme
in [16] and the MDS-coded PLC scheme in [18], we apply a
permutation that is fixed across all coded symbols for the ¢-th
row to maintain the dependency across the associated message
elements. Let 7(-) be a random permutation function over (],
and let

U(U )& = ’Uv/Cﬂ.(t)

g telfl, jeln], v elu, O

denote the t-th permuted symbol associated with the v'-
th v1rtua1 message X®") stored in the j-th database, where
C,, (Ct(lj ,...,CE’?))T and v, represents the v/-th row
vector of the matrix V,x s = (v; ;). The permutation 7(-) is
randomly selected privately and uniformly by the user.
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2) Preliminaries: The query generation procedure is sub-
divided into p rounds, where in each round 7 we generate
the queries based on the concept of 7-sums as defined in the
following.

Definition 6 (T-sum): For T € [u], a sum UZ(1 ]) Uz(zvzj) +

-+ U(”T), j € [n], of T distinct symbols is called a T-sum
for any (21, —oyir) € [0]7, and {vy, ..., v} C [u] determines
the type of the T-SUM.

Since we have (ﬁ) different selections of 7 distinct elements
out of x elements, a 7-sum can have (ﬁ) different types. For
a requested linear function evaluation indexed by v € [u],
a query set Q;v), j € [n], is composed of p disjoint subsets of
queries, each subset of queries is generated by the operations
of each round 7 € [u]. In a round we generate the queries
for all possible (T) types of T-sums. For each round 7 € [y]
the corresgondlng query subset is further subdivided 1nt0 two
subsets Q" (D; ) and Q(v (U; 7). The first subsetQ )(D;7)
corresponds to T-sums w1th a single symbol from the desmzd
function evaluation and 7 — 1 symbols from the evaluations
of undesired functions, while the second subset Q§v) (U; )
corresponds to 7-sums with symbols only from the evaluations
of undesired functions. Here, D is an indicator for “desired
function evaluations,” while ¢/ an indicator for “undesired
functions evaluations.” Note that we require x*~ (71 (v —
k)™~ ! distinct instances of each 7-sum type for every query
set Q( ). To thls end, the algorithm will generate xn auxiliary

query sets Q (aw ,D;T), i € ||, where each query requests
a distinct symbol from the desired function evaluation and
7 — 1 symbols from undesired functions evaluations, and
(v — k)n auxiliary query sets ng) (bij,U;T), i € [v— K],
to represent the query sets of symbols from the undesired
functions evaluations for each database j € [n]. We utilize
these sets to generate the query sets of each round according
to the PIR interference matrices Ay, and B, _.)xn-

To illustrate the key concepts of the coded PLC scheme,
we use the following example, i.e., Example 2, as a running
example for this section.

Example 2: Consider f = 4 messages W(l), W(Q), W(B),
and W that are stored in a DSS using the [4,2] MDS-
PIR capacity-achieving code 4" given in Example 1 for which

1 0 1 0

PIR _ _

A =lo 1 o 1,A1X4f(1 2 1 2), and
Bixa = (2 1 2 1), are a PIR achievable rate matrix
with (k,v) = (1,2) and the corresponding PIR interference

matrices Ajx4 and B4, respectively, according to Defini-
tion 4. Suppose that the user wishes to obtain a linear function
evaluation X*) from a set of 1 = 4 candidate linear functions,
whose V¢ from (1) is given by

1001
1100
Via=1 5 4 ¢
410 3

We simplify notation by letting z; ; = Ut(;), Yt,j = U(Q)

zw:U ,andwtj:U()foralltE[ﬁ] je[],where
([ = v* = 16. First, let the desired linear function index be
v=1 4

Authorized licensed use limited to: OsloMet - Oslo Metropolitan University. Downloaded on February 18,2022 at 12:00:44 UTC from IEEE Xplore. Restrictions apply.



OBEAD et al.: PRIVATE LINEAR COMPUTATION FOR NONCOLLUDING CODED DATABASES

The query sets for all databases are generated by
Algorithm 1 through the following procedures.

3) Initialization (Round T = 1): In the initialization step,
the algorithm generates the auxiliary queries for the first round.
This round is described in lines 5 to 11 of Algorithm 1,
where we have 7 = 1 for the 7-sum. At this point, Algo-
rithm 1 invokes the subroutine Initial-Round given in
Algorithm 2 to generate Qg-”) (ai;,D;1), i € [k], such that
each of these query sets contains a; = x#~! distinct symbols.
Furthermore, to maintain function symmetry, the algorithm
asks each database for the same number of distinct symbols
of all other linear functions evaluations in Qg-”) (ai;,U; 1),
i € [K], resulting in a total number of (*] ")k~ symbols.
As a result, the queried symbols in the auxiliary query sets
for each database are symmetric with respect to all function
evaluation vectors indexed by v" € [u].

In the following steps, we will associate the symbols of
undesired functions evaluations in s groups, each placed in
the undesired query sets Qév)(ai,j,u; 1), i € [k]. Since this
procedure produces x undesired query sets for each database,
database symmetry is maintained.

Example 2 (Continued): The initialization step is described
in the following. Algorithm 1 starts with 7 = 1 to generate
auxiliary query sets Q§v) (a;j,D;1), Q§v) (a;j,U;1), i € [k],
for each database j € [n]. Starting at line 6 of Algorithm 1,
since v = 2, we have the row indicator v € [2]. This
indicator is first used to identify the code coordinates per-
taining to different entries v = a; j, as specified by the
interference matrix A; x 4. For example, when u = 1, following
Definition 5, we have S(1|Auxn) = {1,3}. In line 7 of
Algorithm 1, for j € {1, 3}, algorithm Initial-Round is
invoked to generate the desired and undesired query subsets
Q§1)(1,D; 1) and Q;l)(l,u; 1). The set Q§1)(1,D; 1) queries
a1 = k*71 = 1 distinct instances of the desired function
evaluation x,; and the set Q;l)(l,u;l) a1 = 1 distinct
instances of the remaining linear functions evaluations ¥ ;,
245, and wy ;. To this end, the row indicator v is passed to
the subroutine Initial-Round, i.e., Algorithm 2, where
it is used to determine the indices of the queried sym-
bols. For example, the first auxiliary query set for u =
1 generated by Algorithm 2 is given by Q;l)(l,D;l) =
{U(l)

(1-1)-141,j
followed for Qg-l) (1,U;1). The same process is then repeated
for u = 2. By the end of this step, we have queried va; =
2 distinct instances of the desired function evaluation z; ;
and by message symmetry, va; = 2 distinct instances of the
remaining functions evaluations y; ;, 2 ;, and wy ;. In total,
the first round of queries comprises nkaip = 16 symbols,
which can be written in the form n (/) s* 1+ (v — k). The
resulting auxiliary query sets for the first round of queries

} = {x1;}, 5 € {1,3}. A similar process is

'Note that a query Q;v) sent to the j-th database usually indicates the
row indices of the symbols that the user requests, while the answer AE.“) to

the query Q§1;) refers to the particular symbols requested through the query.
In Algorithm 1, with some abuse of notation for the sake of simplicity, the
generated queries are sets containing their answers.

853

Algorithm 1 Q-Gen

Input : v, u, K, v, n, Axxn, and B, _.yxn
Output: Q(lv)7 e

1 for 7 € [p] do

B WON

® N wm

10
11
12

13
14
15

16
17

18
19

20
21

22
23
24

25
26

27

28
29

30
31
32

33
34

35
36
37
38
39
40
41
42
43

44
45

Q(Di7) — 0. Q" Us ) — 0. j € [n]
ar — /4 ) (4 )R — )
> Generate query sets for the initial
round
if 7 =1 then
for u € [v] do
for j € S(u|Axxn) do
Qg-”)(u,D; T), Qg-”)(u,u; T)
Initial-Round(u,ar,j,v,T)
end
end
end
> Generate query sets for the following
rounds 7 > 1
else
for v € [v] do
> Generate desired symbols for the
following rounds 7 > 1
for j € S(u|Axxn) do
| Q;-v)(u7 D;T) < Desired-Q(u,ar,J,v,T)
end
> Generate side information for the
following rounds 7> 1
for j € S(u[B_ryxn) do
Q;v)(u,U;T —1) « Exploit—SI(u,ng)(u,U,T —
1,...,Q% (w,U,7 —1),j,v,7)
end
end
> Generate the final desired query sets
for the following rounds 7 > 1
for j € [n] do
QU —1) = U Qi Ui —1)
i€ [v—k]
QWU —1),....Q (kUi —1) —
Partition(Q;v)(Z/I; 1))
for i € [x] do
Q" (ai;, D5 7)
SetAddition(Q;v)(ai,j, D; 1), Q;v)(z,lxl; 1))
end
end
> Generate the query sets of undesired
symbols by forcing message symmetry for
the following rounds 7> 1
for u € [v] do
for j € S(u|Axxn) do
| ng)(u,b{; T) «— M—Sym(Qg-v)(u7 D;7),5,v,T)
end
end
end
for u € [v] do
for j € S(u|Axxn) do
Q;v)(D; T) Q(.v)(D; T)U Q(;v)(u, D; )
Q) Wr) — Q1 Ui T) U QY (u U 7)
end
end

end

46 for j € [n] do

47

Q" — U (M minuelwn)

TE([H]

48 end
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are shown in Table I(a), where we highlight in red the row
indicator u € [v] as specified by the interference matrix A x4,
ie,u=ay;. \V4

4) Desired Function Symbols for Rounds T > 1: For the
following rounds a similar process is repeated in terms of
generating auxiliary query sets containing distinct code sym-
bols from the desired linear function evaluation U =
(U{")). This is accomplished in lines 16 to 18 by calling the
subroutine Desired-Q, given in Algorithm 3, to generate
Q§v) (ai;,D;7), i € [k], such that each of these query sets
contains (a; — 1) — ar_1 + 1 = (7))t
k)™~1 distinct symbols from the desired linear function
evaluation U,

Example 2 (Continued): After successfully generating the
queries for va; = 2 distinct symbols from the desired linear
function evaluation in the initiation step, for round 7 = 2 we
generate the queries for the following v(as—ay) = 6 symbols.
To this end, subroutine Desired-Q, given in Algorithm 3,
generates auxiliary query sets Q;l)(a1;7j, D; 2) containing dis-
tinct symbols from the desired linear function evaluation,
following a process similar to Algorithm 2, however with a
different method for determining the queried indices. The out-
put of lines 16 to 18 after calling the subroutine Desired-Q

for u € [2] is as follows. \V
7 [t [ @ [ 3 [ 1]
) L1.241,1 L1.241,3
Qi (1,D;2) T5,1,07,1 5,3, 17,3
) L1.242,2 L1.242,4
QJ (2.D;2) 6,2, 78,2 T6,4, 28,4

5) Side Information Exploitation: In lines 20 to 22, we gen-
erate the side information query sets Qg-”) (b, UsT — 1),
i' € [v — K], from the auxiliary query sets ng) (aiq,U;T —
1),..., %U)(ai,n,U;T — 1), i € [k], of the previous round
7—1, 7 € [2: u], by applying the subroutine Exploit-ST,
given by Algorithm 4. This subroutine is extended from [16]
based on our coded storage scenario. These side information
query sets will be exploited by the user to ensure the recovery
and privacy of the PLC scheme. Note that in Algorithm 4 the
function Reproduce(y, Q;?)(U,U;T - 1)), 5/ € n]\ {j},
51m ly reproduces all the queries in the auxiliary query set

(u U;T — 1) with a different coordinate ]

Next, we update the desired query sets Q' ) (a7;7j,D; T) in
lines 25 to 31. First, the function Partition(@§v) U;7-1))
denotes a procedure that divides a set into x disjoint equally-
sized subsets. This is viable since based on the subrou-
tine Initial-Round and the following subroutine M-Sym,
one can show that }Qg-v) Ut = 1)| = (’:j)n”*“*l)(v -
#)TD=1 . (v — k) for each round 7 € [2 : p], which is
always divisible by . Secondly, we assign the new query set
of desired symbols Qg-”) (@i ;, D;T) for the current round by
using an element-wise set addition SetaAddition(Q1,Q2).
The element-wise set addition is defined as {qil + i qi €

Qu.4i € Qo.l € [p]} with Q1] = |Qa] = p. where p is an
appropriate integer.

Algorithm 2 Tnitial-Round
Input : u, ar, j, v, and 7
Output: o) (u, D;7), o) (u,U; 7)
1o (u, D7) — 0, @) (u, Ui ) — 0
2 for [ € [a,] do
3 oW (u,D;7) — oW (u, D;T) U {U
4 | (U ) = o (u,Us ) U

H ’
gl{U(<u7)1)<aT+l,j} \ {U((u)fl)wa«H,j})

(u—1)- c«q—+l,J}

5 end

Algorithm 3 Desired-Q
Input : u, ar, j, v, and 7
Output: o) (u, D;7)
1 oW (u,D;7) — 0
2 for ! € [ar—1:ar — 1] do
3 |g0”) u, D; ) — o) (u, D; 7) U{Ul
4 end

v+ug}

Algorithm 4 Exploit-SI
s, Q(v)(u,Z/I;Tf 1,0,

Input : QY (u,Us T = 1), 5, v, and
Output: go W (u, Uy T — 1)
1 W (u, Ui —1) — 0
2 for i € [k] do
for j' € [n] \ {j} do
if u=a; ; then
0" (u,U; 7 — 1) < Reproduce(J, Q;qf)(%u% T —1))
break
end
end
end

NI I N7 T NN

Algorithm 5 M-Sym

Input : Qv (u D;7), j, v, and T
Output: ga(j“) (u,U;T)
1 oW (u,U; ) —

2 for (vl,.. vr) € Lexico(Il;), v §Z {vl,.. , -} do
3 ga(“)(u,lxl, 7—) — o (u,U; T) U {U v1) +Ulfz }

such that ¥V 2 € [7], U, + 2 U&” ng.“)(u,D,r)
zE ‘r
TH#z
4 end

6) Message and Index Symmetry in Rounds T > 1: In
lines 33 to 37, the subroutine M-Sym, given in Algorithm 5,
is invoked to generate the undesired query sets Q;“) (@i, U;T)
by utilizing message symmetry. This subroutine selects sym-
bols of undesired functions evaluations to generate 7-sums that
enforce symmetry in the round queries. The procedure resem-
bles the subroutine M-Sym proposed in [16]. In Algorithm 5,
II; denotes the set of all possible selections of 7 distinct
indices in [u] and Lexico(Il;) denotes the corresponding set
of ordered selections (the indices (vy,...,v;) of a selection
of Il are ordered in natural lexicographical order). Further,
the notation US);) implies that the row index of the symbol
can be arbitrary. This is the case since only the function
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TABLE I
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AUXILIARY QUERY SETS FOR EACH ROUND. HIGHLIGHTED IN RED IS THE ROW INDICATOR u € [v] USED IN DETERMINING THE INDICES OF THE
QUERIED SYMBOLS. THE MAGENTA DASHED ARROWS AND THE CYAN ARROWS INDICATE THAT THE Exploit-SI
ALGORITHM AND THE M-Sym ALGORITHM ARE USED, RESPECTIVELY

i 1

2

s |

|

Q;l)(al,],Dﬂ) T(1-1)-14

1,1 | T(2—-1)-1+1,2

T(1-1)-1+1,3

T(2-1)-141,4

Q;l)(al,jylfh 1)

Y-1)-141,1
Z(1—-1)-1+1,1

W(1-1)-141,1

Ye-1)-1+1,2

Z(2—1)-1+1,2

W(2-1)-141,2

Y(1-1)-1+1,3

Z(1—-1)-1+1,3

W(1-1)-1+1,3

Ye-1)1+1,4

2(2—1)-14+1,4

W(2-1)-141,4

= =

\:\‘(a}-___

- <
4 ~
.
-~

~
~
~

j 1

5
‘ 2\\*‘/

3

T

Rt Y

W T1.241,1 +¥2,1
ay ;,D;2
Q; (a1, ) woar1 + 20

r3.241,1 + w21

T1.242,2 +Y1,2
T2.2422 + 21,2

r3.242,2 + w1,2 \

1.241,3 T Y2,3
x2.241,3 + 22,3

r3.241,3 + w2,3

Z1.2424+ Y14
x2.242,4 + 21,4

r3.242,4 + w14,

o) Ya4+1,1 + 22411
S (ay,4,U; 2
@ (a1.5,U;2) Y6+1,1 + Wwap1,1

26+41,1 + Wa41,1

Ya42,2 + 2242,2 l
Y6+2,2 + w2422

26+42,2 + Wa42,2

Ya+1,3 + 2241,3
Y6+1,3 + w2413

26+1,3 + Wa+1,3

Ya42,4 + 22424 ),
Y6+2,4 + w2424

26+42,4 + Wa4+2,4

P () B

--7

1 ’,:”_’_ ———— 2

\\\‘3
~

/ 4

i

QM (a1,.D;3)

T4.241,1 +Y6,1 + 24,1
T5.241,1 +Y8,1 + wa,1

T6.2+41,1 + 28,1 + we,1

T4.242,2 Y52+ 232
x5.242,2 + Y72 + w32

T6.2+2,2 + 27,2 + W52

Z4.241,3 +Y6,3 + 24,3
T5.241,3 +Y8,3 + w43

T6.2+41,3 + 28,3 + we,3

T4.242,4 + Y54+ 234
T5.2+42,4 +Y7,4 + W34

T6.242,4 + 27,4 + W54

QM (a1, U;3)

Y12+1,1 + 21041,1 + Ws+1,1

Y1242,2 + 2104+2,2 + ws42,2

Y12+1,3 + 21041,3 + Ws+1,3

AN

Y124-2,4 + 210+2,4 + ws42,4

=

IR B

"""" —3——_____“j~\ 4 ‘

=3

- ‘

1
‘ Qg» )(al,j7D§4) ‘ T7.241,1 + Y14,1 + 212,1 + wio0,1 ‘ T7.242,2 + Y13,2 + 211,2 + w92 ‘ T7.241,3 + Y14,3 + 212,3 + w10,3 ‘ T7.242,4 + Y13,4 + 211,4 + W94

(d

indices (v1,...,v,) are necessary to determine i, Vz € [7].
As a result, symmetry over the linear functions is maintained.
Moreover, for Q;”)(a¢7j,u ;7), i € [K], we obtain for each
T € [2 : p] the remaining 7-sum types, such that each of these
query sets contains (“;1)5“’(7’1“)(1/ — k)71 symbols.

Example 2 (Continued): After determining the indices of
the desired function evaluations to be queried by each data-
base in round 7 = 2, we now deploy side information to
preserve the privacy for the desired function evaluation. This is
accomplished by generating 7-sums of each possible type and
enforcing index symmetry. To this end, we first identify the
side information available from the previous round, queried
from the neighboring databases, to be exploited according
to the interference matrix Bjx4. This process is performed
by invoking Algorithm 4, which generates complement sets
for the undesired query sets of the previous round, i.e.,
Q%" (ai;,U; 1). The output of Algorithm 4 for u € [2] is
as follows.

I s |4 ]
QU1
QY (2,u;1)

Y1,2,21,2,W1,2 Y1,4,21,4, W14

Y2,1,%22,1, W21 Y2,3,22,3, W23

Next, these side information query sets are then partitioned
into k groups to be exploited in different Q§1)(ai7j, D; 2) for
i € [k]. The partitioning guarantees that the two sets used
in generating the 7-sums in lines 28 to 30 of Algorithm 1

have an equal number of elements. Finally, message and
index symmetry is guaranteed by passing the generated aux-
iliary query sets Q;l)(ai7j,D;2) to the subroutine M-Sym,
i.e., Algorithm 5, that generates 7-sums of the remaining fypes.
Table I(b) illustrates the final query sets for round 7 = 2.

Next, Steps 4) to 6) are repeated for the following rounds,
ie., for 7 = 3 and T 4. As a result, the queries for
v(ag — ag) = 6 and the remaining v(ay — ag) = 2 distinct
symbols of the desired linear function evaluation are generated
by rounds 7 = 3 and 7 = 4, respectively. Tables I(c)-(d)
illustrate the final query sets for the final rounds. Similar to
Table I(a), in Tables I(b)—(d), we highlight with red the row
indicator v = a;,; € [v] and with magenta dashed arrows
the side information exploitation following the algorithm
Exploit-STI,i.e., Algorithm 4. In addition, we indicate with
cyan arrows the message symmetry enforcement procedure
following the algorithm M-Sym, i.e., Algorithm 5, and with
red the resulting index symmetry in Q§1) (a1,j,U;T) based on
the desired linear function indices. v

7) Query Set Assembly: Finally, in lines 39 to 48, we assem-
ble each query set from disjoint query subsets obtained in
all 7 rounds. It can be shown that Q;U)(D;T) U Qg-”) (U; )
contains ﬁ“’(T’l)(V — k)™ ! 7-sums for every 7-sum type
as follows. For the initialization round, T 1, from
Step 3) above, the total number of queried symbols is given
by Q1) U QWU 1)| = w4 (TR =
('If)/iu_l—"_l(l/ _ :‘6)1_1.
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For the following rounds, 7 € [2 : p], from Steps 4), 5),
and 6) above, we have

@7 (i) U Q" W )|

— (P e (e

= (”) KAy — )T

T

In summary, the total number of queries generated by
Algorithm 1 is

Z}Q(v)| _ nz < >Hu TH(y — )7L

Remark 1: The practicality of implementing an algorithm
is measured by the algorithm’s computational complexity, i.e.,
the number of operations an algorithm performs to complete
its task. The computational complexity of Algorithm I can be
shown to be O(nkuv=1). To the best of our knowledge, our
scheme shares this exponential time complexity with the PIR
and PLC schemes of [10], [12], [15], [16].

Example 2 (Continued): In the final step, i.e., Step 7), the
auxiliary query subsets are aggregated according to the row
indicator u = a; j, 1 € [k], to form the final query set for each
database. Note that, by utilizing the code coordinates forming
an information set in the code array, it can be shown that
the side information based on By, _)x, can be decoded. For
example, in round 3, since {2,4} is an information set of the
storage code %, the code symbols y 1+24,1 and yg 3+24 3 can
be obtained by knowing ¥ 2+ 24,2 and yg.4+ 24 4, from which
the corresponding symbols zs 1 and z 3 can be obtained by
canceling the side information. Hence, the symbols from the
desired linear function evaluation can be obtained. \V/

(10)

B. Recovery of Desired Function Evaluation

The construction of the capacity-achieving PLC scheme
is, so far, a PIR-like scheme that privately retrieve a virtual
message from a linearly-coded DSS. This virtual message
represents the evaluation of the desired function over coded
symbols, however, the user wishes to privately retrieve the
evaluation of the desired function over the original information
symbols. As a result, due to the fact that we are performing
computation over coded storage, the coded PLC scheme
includes two extra steps over other uncoded PC schemes.
Namely, decoding the desired function evaluation symbols
and decoding and canceling the side information. Thus, the
correct decoding of the desired function evaluation relies on
the correct decoding of the queried symbols from all virtual
messages. To this end, in the following, we show that we
can reliably recover the desired function evaluation from the
queried symbols.

The main argument behind the reliable recovery of the
desired function evaluation is the fact that the candidate
linear functions and linear coding commute, i.e., evaluating a
function over coded symbols is equal to encoding the symbols
of the function evaluation. To see that, let { = m(t) where
t,1 € [B] be the private permutation selected by the user and let
g; = (glyj, 92,5+ gkﬁj)T be the j-th column of the generator

matrix G¢ for the [n, k] linear storage code. One can verify,
from (9), that for all v' € [u], we have

Ut(j;‘) = 'UU/Cﬂ ZUU zC( ? ZU X Z hgh,]
k , k
B SD SR TUN 3b T WRTY
h=1 i=1 h=1
where (Xl(vl/),.. Xl(f},;),XQ(?}l/),...,X[g?,;)) =
(x™x M x L x ) X®). Note

that (11) resemlbles the process of encoding the segment
(X; SO X t(q;c)) of the candidate linear function evaluation

X(”') using the [n, k] storage code. Thus, one can consider
the construction of our PLC scheme, so far, as a coded PIR
scheme over a virtual coded DSS storing the evaluations of
the candidate functions. As a result, using the same [n, k]
linear code for decoding the symbols obtained from the
answer sets guarantees the reliable retrieval of the desired
function evaluation.

C. Sign Assignment and Redundancy Elimination

In contrast to simple PIR solutions, in PLC we have the
opportunity to exploit the dependencies induced by perform-
ing computations over the same set of messages, i.e., the
f independent messages W(l), cee W) while keeping the
requested index v private from each database. As shown in
the recent PC literature (e.g., [16], [18], [21]), one is able
to exploit this dependency to optimize the download cost
by trading communication overhead with offline computation
performed at the user side. To this end, our proposed PLC
scheme is further constructed with two additional procedures:
Sign assignment and redundancy elimination.

After running Algorithm 1, the user will know which
row indices of the stored code symbols he/she is going to
request. To reduce the total number of downloaded symbols,
the linear dependency among the candidate linear functions
evaluations is exploited. To this end, an initial sign O’EU) is
first privately generated by the user with a uniform distribution
over {—1,+1} for all t € [f], i.e., the same selected sign
is identically applied to all symbols from different function
evaluations with the same index.

Next, depending on the desired linear function index v €
[1], we apply a deterministic sign assignment procedure that
carefully scales each pre-signed symbol in the query sets,
ie., a§”>U§j ), v' € [y, by {+1,—1}. The intuition behind
the sign assignment is to introduce a uniquely solvable equa-
tion system from the different 7-sum types given the side
information available from all other databases. By obtaining
such a system of equations in each round, the user can
determine some of the queries offline to decode the desired
linear function evaluations and/or interference, thus reducing
the download rate. On the other hand, the privately selected
initial sign for of@, t € [0], acts as a one-time pad that
randomizes over the deterministic sign assignment procedure.
Here, we adopt a similar sign assignment process over each
symbol in the query sets, as introduced in [16, Sec. IV-B].
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The sign assigned to each symbol relies on two factors; the
position of that symbol within a lexicographically ordered
T-sum query and whether that query contains a symbol from
the desired function evaluation. Specifically, let a lexicograph-
ically ordered 7-sum query be ¢, ie., ¢ = Dy U,
vy < -+ < v,.2 Let A®)(q) denote the position of the symbol
associated with the desired function evaluation X(*) within q,
where A(")(q) = 0 indicates that the query does not contain
a symbol from the desired function evaluation. The queries
generated by Algorithm 1 are sorted by round 7 € [u], then
the queries for each round are divided into subgroups indexed
by S(A™(q)) € {1,2,...} based on the value of A")(q) for
each query. Finally, a ‘4’ or ‘—’ sign is assigned as a function
of the subgroup index S(-) and the position of each symbol
relative to the desired function evaluation symbol in each
query. The details of the sign selection follow [16, Sec. IV-B]
and are omitted for brevity. Moreover, we remark that after
sign assignment, the recovery condition of the scheme is
inherently maintained since it can be seen as a coded PIR
scheme as Protocol 1 in [15]. The key idea of redundancy
elimination is illustrated with Example 2 below.

Example 2 (Continued): First, without loss of generality,
we assume the initial sign assignment JIS”) = +1 is privately
selected by the user for all ¢ € [5]. Next, we apply the
sign assignment process to the query sets for v = 1. The
resulting queries after sign assignment are shown in Table II.
In the following, we show that we can remove some redundant
queries from each database and the desired linear function
evaluation X*) can still be recovered. For example, in the
first round (7 = 1), it can be easily seen from V¢ that the
queried symbols of z; ; and w; ; can be generated offline by
the user as functions of x;; and y; ;, i.e., 2¢j = Ty + Ye 5
and wy ; 3xe; + yi; for all ¢ € [B] and j € [n].
Moreover, the coefficient vectors associated with x; ; and y; ;
are the two row basis vectors of the coefficient matrix V¢
(r = rank (V) = 2). Thus, we can represent the candidate
functions evaluations in terms of this basis with a deterministic
linear mapping \A/MXT = (0;) of size p x r as follows:

10
01
(Tt Yt,j» 28,5, Wi 5)" = L1 (g, ye) - (12)
31
%/_/
Vixr

That is true due to the commutativity of the performed linear
functions, i.e., the storage code and the candidate functions,
and given that the coefficient matrix Vs of the candidate
functions is available to the user. Thus, the queries for these
symbols, i.e., z; ; and w, ;, are redundant and can be removed
from the query sets regardless of which function evaluation
is desired by the user. Next, in round 7 = 2 and for the 1st
database, from the deterministic linear mapping \A/MXT = (0)
of (12), one can verify that
O3.0(y71 —ws,1) — Ua,2(ys,1 — 23,1)

— (03,1 - Va2 — Va1 - V3,2)T3,1 — Ua,1%5,1 + V3,107,1

2Segment and database indices are suppressed here for clarity.

I(y71 —ws1) —ys1 —231) —(1-1—3-1)z31
—3ws,1 + 171

= 1(yr1 —3x3,1 — lyz,1) — (Ys1 — 231 — ¥3,1)

+2x31 — 3T51 + 77,1

= (x71 +yra) — (Brs1 +ys,1) = 271 — Ws,1, (13)

and hence we do not need to download the 2-sum z7 1 —ws, 1.
Similarly, we can do the same exercise for the other databases.
The redundant queries are marked in blue in Table II, shown
at the top of the following page, and the indices ¢ € [] of
the desired linear function evaluations are marked in red. This

completes the recovery part. The resulting PLC rate becomes
vik 16-2 2

D~ = 131 = 3. which is equal to the PLC capacity in
Theorem 3 with » = rank (V) = 2. This demonstrates the
optimality of the PLC scheme. \V4

From the above example we note the following.

o There is a deterministic linear mapping, i.e., \A/H,X,n, that
captures the dependencies among the candidate linear
functions evaluations.

o We maintain the same characteristics of the query con-
struction that facilitate the exploitation of the linear
dependencies among the candidate functions evaluations
as for the uncoded PLC scheme in [16]. These charac-
teristics include index assignment, sign assignment, and
lexicographic ordering of the elements of 7-sums. As a
result, some of the queries become redundant and can
be removed from the query sets while maintaining the
decodability of the desired function evaluation.

o The candidate functions are computed over the coded
symbols stored in each database individually. Conse-
quently, from the perspective of the queries of each
database, the linear dependency among the symbols of
the candidate functions evaluations is present, i.e., the fact
that the computation is performed over coded storage is
transparent to the redundancy elimination process. This
can be seen from (13).

o The number of redundant queries depends on the rank of
the coefficient matrix V,,« ¢, i.e., 7 = rank (V). This can
be clearly observed for the 1-sum symbols where out of
the p symbols, ;1 — 7 can be computed offline given that
the symbols of the functions evaluations associated with
the r row basis vectors of Vs are available.

Based on this insight we can state the following lemma for
redundancy elimination.

Lemma 4: For all v € [u], each database j € [n], and
based on the side information available from the databases,
any (") T-sum types out of all possible (*) types in each
round T € [ — ] of the query sets are redundant.

The proof of Lemma 4 is presented in Appendix C. The
proof is based on the insight that the redundancy resulting
from the linear dependencies between virtual messages is also
present with MDS-PIR capacity-achieving codes. Since both
repetition and MDS codes are MDS-PIR capacity-achieving
codes, Lemma 4 generalizes both [16, Lem. 1] and [18,
Lem. 1]. We now make the final modification to our PLC
query sets by first directly applying the sign assignment over

) o e [1], and then remove the 7-sums corresponding

(v
Tt Ui
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TABLE II

PLC QUERY SETS FOR v = 1 AFTER SIGN ASSIGNMENT FOR ROUNDS ONE TO FOUR FOR THE [4, 2} CODE OF EXAMPLE 2, f = 4 MESSAGES,
AND gt = 4 CANDIDATE LINEAR FUNCTIONS. RED SUBSCRIPTS INDICATE THE INDICES OF THE DESIRED LINEAR
FUNCTION EVALUATIONS. THE REDUNDANT QUERIES ARE MARKED IN BLUE

L i | ! 2 \ 3 \ s |
v
Qj(v )(D;1) 1,1 2,2 1,3 2,4
v
Q; ;1) Y1,1,21,1, w11 Y2,2,22,2, 2,2 Y1,3,%1,3, W1,3 Y2,4, 22,4, W24
3,1 —Y2,1 4,2 —Y1,2 3,3 — Y2,3 T4 —Yl,4
Q" (D;2)
J 5,1 — 22,1 6,2 — 21,2 5,3 — 22,3 T6,4 — 21,4
7,1 — w21 8,2 — W12 7,3 — w23 8,4 — W14
() Ys5,1 — 23,1 Y6,2 — 24,2 Y5,3 — 23,3 Y6,4 — 24,4
Q;(U;2)
Y7,1 — W3,1 Y8,2 — W4,2 Y7,3 — W3,3 Y8,4 — W44
27,1 — Ws,1 28,2 — We,2 27,3 — W53 28,4 — W6 4
) 9,1 — Y6,1 + 24,1 10,2 — Y5,2 + 23,2 9,3 — Y6,3 + 24,3 10,4 — Y5,4 + 23,4
Q;7(D;3)
J ’ 11,1 — Ys,1 + w41 T12,2 —Y7,2 + W32 11,3 — Ys,3 + W43 T12,4 —Y7,4 + W34
13,1 — 28,1 + We,1 Ti4,2 — 27,2 + W52 13,3 — 28,3 + we,3 Ti14,4 — 27,4 + W54
v
Q; >(U§ 3) Y13,1 — 211,1 + w91 Y14,2 — 212,2 + W10,2 Y13,3 — Z11,3 + W9 3 Y14,4 — 212,4 + W10,4
0
Q;» )(9;4) Ti5,1 — Y14,1 + 212,1 — W10,1 | 16,2 — Y13,2 + 211,2 — W92 | T153 — Y14,3 + 212,3 — W10,3 | T16,4 — Y13,4 + 211,4 — W9 4

to the redundant 7-sum types from every round 7 € [ — r].
Note that the amount of redundancy is dependent on the rank
of the functions matrix, rank (V) = r < min{u, f}, thus
generalizing the MDS-coded PLC case. Finally, we generate
the queries QE::]) .

D. Privacy

It is worth mentioning that the queries generated by Algo-
rithm 1 inherently satisfy the privacy condition of (2a), which
is guaranteed by satisfying the index, message, and database
symmetry principles as for all the PIR schemes in [10], [12],
[15]. That is, given the fixed and symmetric construction of
the queries, there always pxists a one-to-one mapping between
the queries, Q;”) — Q§v )V j € [n], in terms of the queried
symbols indices ¢ € [3], where v,v" € [u] and v # v'. Given
this one-to-one mapping along with a permutation 7(¢) over
these indices privately selected uniformly at random by the
user, the queries are indistinguishable and equally likely.

Moreover, after the sign assignment process a one-to-one
mapping between the assigned/ signs is found following a
simple sign flipping rule for latv ). The rule states that, to map
the queries of Q;”) to Q§v ), one should only consider the
desired queries, i.e., queries that contain symbols associated
with X, For such queries in each round 7, we replace

o) with —o"" for each element to the right of the desired

function evaluation symbol Ui”’) in the lexicographically
ordered query if the query is sorted in a subgroup indexed with
an odd S (see Section I'V-C). Next, we flip the sign of elements
to the left of the desired function evaluation symbol U*(” ) if
the query is sorted in a subgroup indexed with an even S. The
proof of the correctness of this rule and thus the privacy after
sign assignment follows directly from [16, Sec. VI-B]. For
completeness, we also show with Example 2 that the user’s
privacy is still maintained after the sign assignment process
and the removal of redundant queries.

Example 2 (Continued): Here, to show that the queries
are identically distributed regardless of the desired func-
tion evaluation index v € [4] we show that there exists a

one-to-one mapping from the queries for v = 1 to the queries
for v = 3 for all databases. Without loss of generality,
we again assume the initial sign assignment ot(s) = +1 to be
privately selected by the user for all ¢ € [3]. In Table III, shown
at the top of the following page, the queries for v = 3 are
presented following Algorithm 1 and the sign assignment
process. From Tables II and III one can verify that the index
and sign mapping

Databases 1 and 3:
(3,2,5,9,6,4,11,8,13, 0 15, 14,12, o))
=3, (5,3,2,6,4,9,13,11,8, (¥, 14,12, 15, 0!
(14a)
Databases 2 and 4:
(4,1,6,10,5,3,12,7,14,0\%,16,13,11, o{")
=3, (6,4,1,5,3,10,14,12,7, —o\¥ 13, 11,16, oY)
(14b)

converts the queries for v = 1 to the queries for v = 3. To see
this mapping, compare the 7-sums ¢, 1—Y,,1 and Ty 1 -y, 1
from the queries of the first database of Tables II and III,
respectively. It can be seen that the indices t; = 3 and t2 =
2 of the queries for v = 1 convert into the indices ¢} = 5 and
%, = 3 of the queries for v = 3, respectively. Thus, we have the
mapping ((t1,t2) — (t1,t5)) = ((3,2) — (5,3)) and due to
the index symmetry of the query construction this mapping is
fixed for all symbols with the corresponding indices. A similar
comparison between the remaining 7-sums results in the index
and sign mapping of (14a) and (14b). One can similarly verify
that there exists a mapping from the queries for v = 1 to the
queries for v = 2 or those for v = 4, i.e., QE:L]) — Qfﬁ]) and

erll]) - Qfﬁ]) . Since a permutation over these indices, i.e., 7(t)

and an initial sign ot(”) are uniformly and privately selected

by the user independently of the desired function evaluation
index v, these queries are equally likely and indistinguishable.

Next, to verify the correctness of the sign flipping rule stated
above, consider the desired queries of the third round (7 = 3)
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TABLE III

PLC QUERY SETS FOR v = 3 AFTER SIGN ASSIGNMENT FOR ROUNDS ONE TO FOUR FOR THE [4, 2} CODE OF EXAMPLE 2, f = 4 MESSAGES,
AND gt = 4 CANDIDATE LINEAR FUNCTIONS. RED SUBSCRIPTS INDICATE THE INDICES OF THE DESIRED LINEAR
FUNCTION EVALUATIONS. THE REDUNDANT QUERIES ARE MARKED IN BLUE

L i | ! 2 \ 3 \ s |
v
QJ(' )(D;1) 21,1 22,2 21,3 22,4
Q§U>(U; 1) T1,1,Y1,1, W11 T2,2,Y2,2, W2,2 T1,3,Y1,3, W1,3 T2,4,Y2,4, W2,4
2,1 — 23,1 T1,2 — 24,2 2,3 — 23,3 T1,4 — 24,4
) (.
Q" (p;2)
Y2,1 — 25,1 Y1,2 — 26,2 Y2,3 — 25,3 Y1,4 — 26,4
27,1 — w21 28,2 — W12 27,3 — W23 28,4 — W14
) 5,1 — Y3,1 26,2 — Y4,2 5,3 — Y3,3 26,4 — Y4,4
Q;(U;2)
7,1 — w31 8,2 — W4,2 7,3 — W33 8,4 — W44
Y7,1 — W5,1 Y8,2 — We,2 Y7,3 — W5,3 Y8,4 — W6,4
I 6,1 — Y4,1 + 29,1 5,2 — Y3,2 + 210,2 6,3 — Y4,3 + 29,3 5,4 — Y3,4 + 210,4
Q;7(D;3)
J ' —x8,1 — Z11,1 + W41 —T7,2 — 212,2 + W32 —x8,3 — 211,3 + W4,3 —T7,4 — Z12,4 + W34
—Y8,1 — Z13,1 + We,1 —Y7,2 — 214,2 + W52 —Y8,3 — 213,3 + W6,3 —Y7,4 — Z14,4 + W54
v
Q(- >(U§ 3) 13,1 — Y11,1 + w91 T14,2 — Y12,2 + W10,2 13,3 — Y11,3 + W9 3 T14,4 — Y12,4 + W10,4
J
v
Q;» )(9;4) T14,1 — Y12,1 + 2151 + wi0,1 | 13,2 — Y11,2 + 216,2 + w92 | T14,3 — Y12,3 + 215,3 + W10,3 | T13,4 — Y11,4 + 216,4 + W9 4

for the query sets for v = 3 in Table III. For database 1, one
can verify that the query xs1 — Y41 + 29,1 is sorted in the
subgroup indexed by S = 1. As S is odd and no element
is placed to the right of z9; the signs are left unchanged.
However, for the query —xg1 — 211,1 + w41 Which falls in
the subgroup indexed by S = 2, the sign of the element to the
left of 2111, i.e., xg 1, is flipped. That is, we change O'ég) to
—oé ) and that matches the sign mapping in (14a) for this
query. Moreover, due to index symmetry, this mapping also
matches the sign assignment for 08 ) for the query —yg.1 —
Z13,1 + We,1-

Finally, for redundancy elimination, we only need to show
that for any desired index v € [4], the removed redundant
T-sums can be chosen to be of the same type. For instance,
let us consider the 1st database. In the 2nd round, see Table III,
it can be shown that the queries for desired index v = 3 satisfy
the equation

(]. -1 —3 . 1)(([}5’1 —
+1z71
= —2(x51 —y31) — (w71 —3xs1 —ys.1) — (w31 +Ys3.1)
—(z51 +ys5,1) + (71 +y7,1)
= Wyr1 — (Bxs,1 +ys,1)) = yr1 —
which implies that the 2-sum 27 1 —w» 1 can be removed from
the download, since z7 1 can be obtained from downloading
Ts,1 — Y31, T7,1 — W31, T2,1 — 23,1, Y2,1 — 25,1, and y7,1 —
ws,1. Hence, the redundant 7-sum type for v = 3 can be
chosen to be equal to the redundant 7-sum type for v = 1
(see (13)). A similar argument can be made for v = 2 and
v = 4, which ensures that the privacy of the scheme is not
affected by redundancy elimination. \V4

y31) — L(ar 1 —wsn) — 3231 — lzsg

W51,

E. Achievable PLC Rate

The resulting achievable PLC rate of Algorithm 1 after
removing redundant 7-sums according to Lemma 4 becomes

R @ kvt
S () = (7)) D =

() KVH
VZﬁ'zl(( )— ("7 ))m"—(T—l)(y — k)71
)

Fa () = () )

(v —kK)T

QoS- (-0 - ()T 09
vt — RTyH—T v v

where we recall that (') = 0 if m < n; (a) follows from the
PLC rate in Definition 1, (10), and Lemma 4; (b) follows from
Definition 3; and (c) follows by adapting similar steps as in
the proof given in [18]. Note that the rate in (15) matches the
converse in Theorem 2, which proves Theorem 3.

—~
)

V. CONCLUSION

We have provided the capacity of PLC from coded DSSs,
where data is encoded and stored using an arbitrary linear code
from a large class of linear storage codes. Interestingly, for the
considered family of linear storage codes, the capacity of PLC
is equal to the corresponding PIR capacity. Thus, privately
retrieving arbitrary linear combinations of the stored messages
does not incur any overhead in rate compared to retrieving a
single message from the databases and provides a significant
advantage over individually downloading each message via a
PIR scheme and combining them offline.

APPENDIX A
PROOF OF LEMMA 1

The proof of Lemma 1 uses the linear independence of
the columns of a generator matrix of 4" corresponding to an
information set. Consider an information set Z of the [n, k]
linear storage code ¥, = k. The content of the databases
indexed by Z, ie., (Cj, j€Z) = C|z, can be written

s (WO W) TGE | 2 (W] (W),
where by the construction of any [n, k| linear storage code,
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a k x k invertible matrix. (a) follows from [11, Lem. 1]
and the fact that the messages are chosen independently and
uniformly at random from IF[B) xk Therefore, the content of
any k databases forming an information set is statistically
equivalent to the stored messages. Given that the symbols
of the messages are independent, then the k columns of
C|z are also statistically independent. Finally, since Ag-”),
7 € 1, are deterministic functions (that are composed of
the 1 candidate linear combinations) of independent random
variables {C;: j € 7} and Q, {Ag-v), J € I} are statistically
independent, and (4) follows.

Now, given that the candidate linear functions are evalu-
ated element-wise over independent and uniformly distributed
symbols, the symbols of each linear combination are also
independent and identically distributed (i.i.d.), i.e., for xX®) —
(Xl(v),...,X](_”)), X{”),...,Xév) are ii.d. according to a
prototype random variable X (*).

Moreover, due to the commutative property of linear func-
tions, linear computation over linearly-encoded symbols is
equivalent to linear encoding of the linear function evalu-
ations. As a result, we can extend the argument of statis-
tical equivalence to linear function evaluations over coded
symbols. In other words, the evaluations of linear functions
over the content of any k databases, forming an informa-
tion set Z, are statistically equivalent to the evaluations

of linear functions over the stored messages. Presenting
X = (Xl(v)a---,Xév)) in the form X = (”)),
i € [f], j € [k], we have ((X(l))T|,._|(X(N)) ) -
((X(l))T . |(X(“’))T)T. Finally, since we can consider that the

storage encoding is applied on individual function evaluations,
conditioning on any subset of function evaluations X", |V| =
Iy, 18 equivalent to reducing the problem to the private
computation of p — p, linear combinations. That is, A§-v ,
7 € Z, are deterministic functions (that are composed of the
1 — p, candidate linear combinations) of independent random
variables {C;: j € Z} and Q, and {A§-v), j € I} are still
statistically independent. Hence, the statistical independence
argument of (5) follows.

APPENDIX B
PROOF OF LEMMA 3
Since each linear function X(*) = (Xl(v)7 . .,X](_”)), v €
[1], contains L i.i.d. symbols, it is clear that VI € [L],
H(X(1)7...,X(N)) —LH( x (1 ) '7Xl(u))a and
HWD, . wh) = LH(Wl(l),...,Wl(f)).
Let J = {j1,...,jn} for some h € [r]. We have
Pr[x(™, x|
= ZPr [VVIJC: wljc} -Pr [Xl(il), . ,Xl(ih') V[/ljcz wljc}
wy®
B S R e
U)l
(16)
c c 1IN I
= e =l () = () an
p p

w™*

where (16) follows from the fact that there is a linear trans-
formation between X( ) ,Xl(ih) and V[/l(jl), .,I/Vl(j”'),
and (17) holds since W(jl) ,I/Vl(j") are ii.d. over Fy.
Hence, H(X(“),...,X(“L ) = h (in p-ary units), which
completes the proof.

APPENDIX C
PROOF OF LEMMA 4

Here we present the main components needed for the proof
of Lemma 4, however the detailed derivations are a direct
application of the proof of [16, Lem. 1, Sec. V-B] and thus
are omitted. The proof of [16, Lem. 1] is adapted to our setup
with the following substitutions.

Let £ = {f1,...,4,} C [u] be the set of candidate
linear combination indices corresponding to a basis of the
row space of the linear combination coefficient matrix V¢,
where r = rank (V) < min{y, f}. Then Xl(zl),...,Xl(z")
satisfy H(Xl(él), e 7Xl(é"')) = H(Xl[“]), V1 € [L]. Assume,
without loss of generality, that the rows of the coefficient
matrix are ordered such that the first r rows constitute
the row basis, i.e., (Xl(l), e Xl(r)) = (Xl(el), o .,Xl(er)),
[ € [L]. Note that we can represent the candidate functions
evaluations (Xl(l),...,Xl(“ )) in terms of the basis candi-
date functions evaluations (Xl(zl),...,Xl(m) for | € [L]
with a deterministic linear mapping \A/MXT of size u x r as
(Xl(l), ... ,Xl(“'))T = \A/W(T(Xl“l)7 . .,Xl(m)T. As a result,
we have (9],...,0,.)" = |, where |, is the r x r identity
matrix and v; is the i-th row vector of the deterministic linear
mapping matrix \A/HXT.

First, consider the case where the desired function eval-
uation index v = 1. Consider the queries corresponding to
undesired 7-sums, i.e., 7-sums that do not involve any symbols
from the desired function evaluation U™, There are (“’;1)
different 7-sum types corresponding to such queries which
can be divided into two groups as follows.

o Group 1: (“’;1) — (*.") 7-sum types for which the

corresponding 7-sums involve at least one element from
the set {U(Q), u®, U(T)}.

o Group 2: (*_7) 7-sum types for which the correspond-
ing 7-sums do not involve any element from the set
U@ u® Uy

Let q(U™i)) denote a 7-sum as defined in Definition 6
after performing the sign assignment process, i.e., ¢(U("17)) £
S (=Dt where V] = {v1,.. 0 C [p), o1 <
.-+ < w;, are the indices of the functions evaluations,
and where the segment indices and the database index are
suppressed to simplify the notation. Let the type of the 7-
sum be presented by the set of distinct indices of functions
evaluations involved in the 7-sum, i.e., the type of q(U(“W))
is represented by v[,) = {v1, ..., v, }. The key idea is to show
that the symbols of the queries corresponding to Group 2 are
deterministic linear functions of the queries corresponding to
Group 1 when the symbols of the desired function evaluation
UM are known. Now, let ¢qo £ q(U®)), where r <
v < .-+ < vr, denote an arbitrary query corresponding
to Group 2. Specifically, we need to show that, when the
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symbols of u® queried by the given database are known, i.e.,
successfully decoded, the query gy can be written as a linear
function of (7”71) — 1 queries corresponding to Group 1.
These (T+:_1) — 1 queries contain elements of the row basis
functions evaluations and elements included in the 7-sum of
qo and comprise all the 7-sums of types corresponding to the
subsets of size 7 of Z £ [2: 7] Uy, except the type of qo,
ie., {v1,...,v.}. Now, let O £ {q(U(zW)) : Q[T] €T} bea
set of queries where there is exactly one query corresponding
to each of the (T+:_1) — 1 7-sum types of Group 1, where
T 2 {%[T] = {%1,%2,...,%7—} C 7 2[.,-] =+ U[.,-]}. Finally,
assume, without loss of generality, that the subsets of distinct
indices %[T] € 7T are ordered in natural lexicographical order,
e, i1 <ig <-or<ip.

Next, from the deterministic linear mapping between

the candidate functions evaluations, V,x,, we have
N 1 .

o=, UM 4 b, U7 € € [7], where

(Dyp1s- -+ Vuyr) = Uy,. Now, we need to show that gy is a

linear function of the queries of Q as follows:

o= hUE)gUin)),
’Z[T]ET

(18)

where h(U @H)) is a linear coefficient calculated as a function
of the deterministic linear mapping coefficients represented by
the matrix

Vuy,2 Vug 2 V.2

E‘T‘—l)XT =

vvlﬂ’ vvzﬂ’ v’UmT’

as outlined in [16, Sec. V-B]. Given the above problem setup,
notation, and definitions, one can verify that (18) holds for all
queries corresponding to Group 2 (refer to [16, Sec. V-B] for
the detailed derivation). Thus, a number of (“;’") query types
in Group 2 are redundant and can be removed from the query
set.
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