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Minimum Byzantine Effort for Blinding Distributed
Detection in Wireless Sensor Networks

Hsuan-Yin Lin
Yunghsiang S. Han

Abstract—In this work, we consider the general problem of dis-
tributed detection in the presence of Byzantines using wireless sen-
sor networks. Instead of attempting to mitigate Byzantine attacks
as a system designer, we investigate the issue from the perspective
of a Byzantine attacker. The probability for each individual sensor
to be compromised (compromising probability) required to blind
the system operation is adopted as the attack measure. Under the
system setting that the fusion center (FC) declares the most likely
hypothesis to be true based on the M-ary data from IN local
sensors, a Byzantine attack policy that can blind the FC with the
minimum compromising probability for each individual sensor is
derived under the assumption that the Byzantine attacker knows
the statistics of the local outputs. The closed-form expression for
a blind-achieving Byzantine transition probability that is used to
alter the statistics of the local outputs of compromised sensors is
also established. Our results indicate that the statistics of the local
outputs is essential for the minimization of an attacker’s effort.

Index Terms—Distributed detection, distributed inference
network security, wireless sensor networks, Byzantine attacks.

1. INTRODUCTION

IRELESS sensor networks (WSNs) have been studied
for well over a couple of decades [1]-[5]. For applica-
tions employing WSNes, distributed inference plays an essential
role and hence its design is one of the key problems that has been
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investigated extensively [6]—[10]. Ina WSN, simple inexpensive
sensors are deployed to observe a phenomenon of interest (POI)
6 that is drawn from a finite set © of size L. Due to limited
resources at each sensor, the observed local data is processed
into an M -ary symbol for transmission to the fusion center (FC).
A quantization is thus required at each sensor to convert the
observed data into one of the M symbols. The sensors send the
resulting M-ary outputs to the FC, where a global inference
regarding the POI is made.

In applications involving inference over WSNs, an important
issue is the robustness of global inference against hostile actions.
A recent research direction regarding this issue has revolved
around how to protect the global inference made by the FC when
afraction of sensors are compromised [11]-[16]. These compro-
mised sensors are usually called Byzantine sensors, while the
remaining sensors are called Honest sensors.! In their problem
formulations, some researchers assume that only binary data are
transmitted by the local sensors [18], and others restrict their
focus on binary hypothesis testing [11]-[16]. Some prior works
such as [11] have dealt with non-binary transmissions from the
local sensors but consider only asymptotic blindness of the FC as
the number of sensors grows without bound. In certain scenarios,
coordination among sensors is also introduced [19].

Different from the above mentioned works, we attempt to
approach the issue of inference robustness in a more practical
non-asymptotic scenario, where the number of sensors N is
finite. Furthermore, a general (possibly, non-binary) hypothesis
test regarding a POl is performed. We assume that coordination
among sensors is not feasible, hence sensors make their local
decisions based only on their local observations. Such a general
L-ary hypothesis testing problem formulation over a WSN of
finite size is more applicable to practical scenarios than a system
with only binary decisions or very large (infinite) number of
Sensors.

In 2014, an optimal Byzantine attack policy for distributed
inference sensor networks was proposed in [17], where the
attacker does not have any knowledge (or partial knowledge at
best) about the true state of the POI, or quantization thresholds

Byzantine typically means that the compromised sensors know what the
Honest sensors know as they are part of the inner circle. By following what
has been assumed in [11], [16], [17], Byzantine sensors in this work refer to
those sensors that have a complete knowledge of the statistics of local outputs
(which is exactly the statistics of local outputs of the Honest sensors under
the assumption of independent and identically distributed observations), but the
Byzantine sensors do not know what the Honest sensors have observed.
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of the sensors, or their statistics. In the absence of such infor-
mation, hostile actions at local sensors are restricted only to
the modifications of the M-ary symbols transmitted to the FC.
This surely limits the capability of a Byzantine attacker, who
can only carry out the so-called “man-in-the-middle” attack by
performing data falsification.

In this paper, we significantly extend the work presented
in [17] by assuming that a Byzantine attacker is quite capable
and is either endowed with the knowledge of the statistics of
local outputs or has the capability to learn it. In addition, the
attacker is assumed to be aware of or can have a sufficiently
good estimate of the POI 0, and it knows the true operational
probability for each sensor to be independently compromised
a. As a result, an attacker can devise an M x M Byzantine
transition probability matrix P(?>*) with respect to each § € ©
and « € [0, 1], according to which the M -ary local data of each
compromised sensor is statistically converted. We then show
analytically that with this additional knowledge, the FC can be
blinded if, and only if, the probability that an individual sensor
is compromised by an attacker is no less than a certain minimum
value of;4.> The achievability argument involves an effective
statistical Byzantine attack policy P(®) := {P(?:®)1,_g thatcan
blind the FC with av > ¢ 4-

After determining the blind-achieving Byzantine transition
probability policy P(®), practical concerns about the assump-
tions of perfect knowledge on v and 6 are addressed below. First,
the actual sensor compromising probability o may be unknown
to an attacker at the time the Byzantine transition probability
P(®) is embedded onto a compromised sensor. It brings up
the question regarding what value of « should be used in this
situation. We answer the question by establishing the expression
for the probability of detection at the FC as a function of ag,
which is the value used in the embedded Byzantine transition
probability matrices P(®®) when the knowledge of the true
sensor compromising probability « is unavailable. We found
that the probability of detection can be expressed as a function
of the ratio a/ap. Further numerical examination indicates
that the probability of detection decreases as the ratio a/ap
increases. This leads to a useful rule of thumb that subject to the
achievability of system blindness (i.e., g > 0i,q), Maximizing
the global detection error probability generally conforms to
minimizing ap subject to ap > a4, and hence an attacker
shall set g = afy;,q- This policy not only maximizes the global
detection error probability according to empirical experiments,
but reduces the operational effort of an attacker since no dynamic
adjustment of a-value for P(®) is necessary as long as the true
sensor compromising probability «v varies between agy;,4 and 1.

Secondly, the perfect knowledge of POI # may be too opti-
mistic for an attacker. In practice, a compromised sensor may
perform an initial estimate of the POI, denoted as g, possibly

2This work adopts a more general definition of system blindness than the
one used in [17] Specifically, blindness in [17] meant that the FC receives equi-
probable outputs from local sensors and hence can only make a blind random
guess regarding the POI. In this work, the notion of blindness is generalized,
which only requires that the local outputs are made independent of the POL. It
is obvious that requiring the FC to receive equiprobable outputs is a sufficient
condition for making the local outputs and the POI independent.
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obtained through cooperation among a small number of nearby
compromised sensors. We will show in our numerical experi-
ments in Section IV-B that a rough estimate of the particular
phenomenon 6, applied to the optimal P(%-8) we derive in
later sections, is adequate to force the FC to suffer anear-blinding
performance. In particular, this design brings an advantage that
varying P (?s:8) according to a rough estimate of § = @5 at local
compromised sensors mitigates possible identification of com-
promised sensors by examining their statistics by an anti-attack
scheme.

It should be noted that the results obtained in this paper are
extensions of our previous preliminary study [20], where it
was shown that a Byzantine attacker can statistically modify
the M-ary local data at compromised sensors such that the
receptions at the FC become independent of the POI. How to
minimize the sensor compromising probability « among all
attack policies (i.e., to determine oy, 4 ), however, was not solved
in [20]. Also, a Byzantine transition probability P(®) that can
blind the system for a given sensor compromising probability
o > oging Was notderived in [20]. In this paper, both of the above
two unsolved issues have been addressed. Our results indicate
that a proper choice of the target statistics for M-ary local
transmissions can significantly reduce the sensor compromising
probability required to blind the system, as compared to the
one that requires identical statistics for receptions at the FC as
in [20]. We summarize the main contributions of the paper in
the following.

e Determination of the exact expression of the mini-
mum sensor compromising probability o4 as a func-
tion of the statistics of the local quantization outputs
(cf. Theorem 2).

e Jdentification of a blind-achieving Byzantine transition
policy P(®) := {P(?:)}, o for all a > oy, (cf. The-
orems 1 and 3).

e Empirical confirmation of the sufficiency of setting the op-
erational ag = ayy;,4 in order to force an error performance
worse than a random guess when embedding P(®) onto a
compromised sensor (cf. Section III-C).

The rest of the paper is organized as follows. The system
model and problem formulation are introduced in Section II.
Determination of the minimum sensor compromising probabil-
ity oinq that makes the POI and the local outputs statistically
independent is presented in Section III. Numerical results are
given in Section IV and conclusion is drawn in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. Setup and Assumptions

Consider a WSN that is designed to estimate a particular POI
0 as shown in Fig. 1(a). Assume that 6 is randomly drawn
from a finite set © with cardinality |©| = L, according to
a known probability mass function (pmf). The local sensors
acquire conditionally independent and identically distributed
(i.i.d.) observations r = (rq,r2,...,rN) given 6, where r; is
the local observation of the ¢th sensor. We consider a model
that each sensor is independently compromised with an identical
probability « by a Byzantine attacker, such scenario is also used
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Fig. 1. Byzantine attacks for distributed detection network.

in [11], [17]. These Byzantine sensors transmit falsified data to
the FC in order to deteriorate the global decision of the WSN,
and the FC is assumed to be unaware of the presence of these
Byzantine attacks.

Due to limited local resources such as energy and bandwidth,
a local decision rule at the ith sensor, i € N := {1,2,..., N},
converts r; to one of the M symbols, denoted as u; € M :=
{1,2,..., M}, before conveying it to the FC. Since the trans-
mitted symbol may be compromised by a Byzantine attacker and
hence could be different from u;, we denote by v; the symbol
that is actually transmitted by the ith sensor. Accordingly, if
sensor 7 is an Honest sensor, we have v; = u;; otherwise, the
ith sensor modifies u; = ¢ to v; = m with probability pz(z.gr)n
as depicted in Fig. 1(b). As a result, the so-called Byzantine
transition probability can be modeled via a row-stochastic matrix
as follows:?

-0 0 0) A

U S

0 0 0

U S o
P© .—

0 0 0

_pgw)@ pgw),z .- pgw),M_

In our design, each compromised sensor will have an initial
estimate of the POI @y and will use P(%#) to attack the system. To
facilitate the analysis, we make the strong assumption g = 6 in
our derivation of blind-achieving IP’(Q), i.e., we assume that the
Byzantine attacker knows the exact value of 6. Note that such a
strong assumption has also been made in [11], where the authors
investigated security problems in distributed detection networks
by assuming that the true hypothesis is known to compromised
sensors. Although this assumption is too optimistic to be effec-
tive in reality, it can be regarded as an ideal benchmark to shoot

3Note that the optimal Byzantine transition probability that we derive in later
sections such as the one in Theorem 3 will also be a function of the sensor
compromising probability . In this section, we use P®) simply to denote a
general design that can be arbitrary, not necessarily dependent on ¢, but is only
a function of the POI 6.

for from attacker’s standpoint. We will examine this assumption
in our numerical experiments in Section IV-B and will show that
arough estimate of the particular phenomenon g, together with
the optimal P (9) we derive in later sections, is adequate to force
the FC to suffer a near-blinding performance.

When deriving the P(?) that can blind the FC, a Byzantine
attacker is assumed to know the probability mass function (pmf)
of u;, which is denoted as ¢! := Pr(u; = m|@). Without loss
of generality, we assume

min max c§,§) > 0, @))
meM 0O
since the attacker can exclude the mth row and the mth column
from P () when maxgce CEE) = 0 and design a P(?) of smaller
size to blind the FC.
Additionally, we denote the transition probability matrix of
the discrete noisy link between a sensor and the FC by:

q1,1 qi2 - Q1M
d21 Q922 - QoM
Q:= ;
\dm,1 4am2 ccc gM M|

where q¢ , is the probability of v; = £being converted to symbol
z; = m during the noisy transmission. It is reasonable to assume
that the noisy link is independent of the phenomenon ¢ and hence
Q remains invariant when the value of 6 varies. From elementary
probability theory, the vector ¢(®) := [c{”) ¥ ... )T
the two matrices P(?) and Q must satisfy

and

17¢® =1 with0 < ¢ < 1form € M;
P®1=1 withogpleglforﬁ,meM;
Q1=1 with 0 < gpp, < 1forl,m € M,

where superscript “T” is the matrix transpose operation and 1 is

the M x 1 all-one column vector.
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With the above setting, the conditional probability of receiv-
ing z; from the ith sensor, given that @ is the true phenomenon,
can be obtained as follows:

M
):ZQj,mPr(Ui:jw)

Jj=1

M
Z (a Pr (v; = j|i = Byzantine, §)

Pr(z; =m|0

+ (1 — ) Pr(v; = j|i = Honest, 0)>

M M
=a > gm Y Pr(vi=jlu; = £,0) - Pr(u; = (]0)
j=1 =1

M
+(1—a) qu,m Pr (u
M
_04(qum2p“c£ qumc >+qu’mc§_9).
Jj=1 j=1

@)

Moreover, since each sensor is independently compromised with
probability «, and the noisy links are assumed independent, we
have

i =710)

N
Pr(z:m|9):1_[P1r(zi:7m|9)7 3)
i=1
where z = (21 29 -+ 2n]T and m = [my my - my]7.

B. Problem Formulation

A Byzantine attack is targeted to blind the FC with the least
amount of effort, i.e., with the minimum sensor compromising
probability v, such that the observation Pr(z = m |0) at the FC
and 6 become independent, which can be characterized as:

Pr(z =m|0) =Pr(z = m). 4)

From (3), we have the following lemma.
Lemma 1: Eq. (4) holds if, and only if, forevery 1 <¢ < N,

Pr(z; =m|0) =Pr(zi =m) =by, YmeM, (5

for some pmf b = [by by --- bys]7. In other words, (4) can be
guaranteed by sensor-wise independence between z; and 6.

Proof: Eq. (5) implying (4) holds straightforwardly from (3).
Conversely, (2) shows that Pr(z; = m|0) = Pr(z = m|#) has
nothing to do with the index of the sensor; hence, based on the
validity of (4), we can obtain from (3) that:

HPr (z=m|0) =

Accordingly, Pr(z = m|60) is not a function of 6. [ |
With the objective of making z; and # independent, together
with (2), the problem that this paper focuses on is to find the

Pr(z = m1l) (Pr(z =m|0))Y
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minimum «, subject to

M
Z%’,mcg'g) - = a(z qj, mC( ) Z% m Zpéaj)cge )
j=1 j=1

for all m € M and all 6 € ©, over all attacker’s choices of
Byzantine transition probabilities P = {P(?)},.e and pmf b.
In matrix form, the above equations can be expressed as:

b=aQT (11

where I is the M x M identity matrix.

It can be seen from (6) that two statistical modifications P (?)
and Q are applied to the quantization outputs of Byzantine
sensors. The former is specifically designed to blind the FC,
while the latter is due to channel noise. The actual impact of
the two is somehow combined, which might complicate the
determination of the minimum sensor compromising probability
4ina @mong all solutions « for (6). We, however, found that
as long as Q admits an inverse and d = (Q7)~!b is a pmf
whenever b is a pmf, which holds in many channels of practical
interest (e.g. modulo-M additive noise channels), the channel
noise no longer impacts the determination of oy, 4, and (6) can
be equivalently simplified to

QTc® — —(PT) e, voeo, ©

0(9)—d:a(]l—(IP’(9))T) ) voeo (7
with

Pr(v; = ml0) = Pr(v; = m) = d,y,
andb=QTd = QT[d1 dy - dMF. As aresult, every « that
satisfies (6) must fulfill (7). This justifies the analysis in the next
section, which ignores the impact of Q and determines oy,g
simply based on (7).

In situations when Q is not invertible,* the set of all solutions
« for (7) may become a proper subset of the solution set for (6).
In such a case, the introduction of channel noise can help save
the Byzantine effort and further reduce agy;,4 as shown in the

following example.

Vm e M,

Example 1: Suppose Q = zw? is a rank-one matrix. Then,
forf € ©,
17 (17c®) w
T .(0) _ T .(0) _ (0) — =
Qc wx’ ¢ w (le)c w (@) W)’

where the second equality follows from 1 = Q1 = x(w”'1).
Hence, choosing b = (w“’ﬁ immediately gives that the mini-
mum « that satisfies (6) is zero, even if the minimum « that
fulfills (7) is strictly positive (cf. Theorem 2). U

4An operational implication of the invertibility of Q in our system setting
can be seen from the relation of b = Q7 d. When Q does not admit an inverse,
the mapping from d to b becomes surjective and so does the mapping from
@ to QTC(Q). Thus, distinct (@) for two POIs may result in the same output
statistics after passing through the wireless link; in such a case, the FC can no
longer distinguish the two POIs and hence becomes blind even without Byzantine
attack. This is precisely what has been encountered in Example 1.
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For convenience, we denote by «(d, P) all the solutions of
« satisfying (7) for given d and P. Then, the global minimum
O4ing €an be approached via the following two minimization
problems:

either minmin a(d,P) or minmina(d,P),
deD PeP PeP deD

where P is the set that is exhaustive over all legitimate P, and
D consists of all M x 1 pmf vectors. We choose the former
approach due to analytical convenience.’ Specifically, given any
target distribution d, the smallest

na(d) := min a(d, P
lind () flglelfpla( )

and its corresponding minimizer P*(d) are first determined. We
then determine

. .
Qplind = glelg lind ()

as well as the minimizers d* and P* := P*(d*) that can achieve
Oplind-

C. System Implication of the Attack Measure: Sensor
Compromising Probability

In this subsection, we clarify the system implication of two
analogous but distinct attack measures, i.e., the minimum com-
promising probability for an individual sensor and the minimum
ratio of compromised sensors to all the sensors.

Similar to [17], each sensor being independently compro-
mised with an identical probability « (referred to as -setting in
the sequel) is considered in our mathematical formulation. This
is in contrast to the notion of compromising exactly 3 fraction
of sensors (referred to as (-setting in the sequel). Although the
two settings may be indistinguishable as the number of sensors
goes to infinity, the difference between them is not negligible
when the size of the sensor network is finite. As in [17], here we
employ the a-setting rather than the [S-setting.

As a result of the adoption of the a-setting, the mathematical
problem to be solved has a single-sensor formulation. Specif-
ically, under the assumption that each sensor is independently
compromised with an identical probability «, a Byzantine tran-
sition probability P(®) that statistically alters the local out-
puts of compromised sensors can be devised by an attacker.
The minimum sensor compromising probability o4 required
by an attacker to blind the FC, as well as the corresponding
blind-achieving Byzantine transition probability P (i), are
accordingly obtained.

51t can be noted from Theorem 1 that alind (d) always exists for any given
d. However, the solution set for apjind(P) := mingep a(d, P) can be empty
for an improperly chosen P. For example, if P(?) = R forall § € © and ¢(?)
distinct for different 6, then (7) requires

= (1-a)I+aR”) 'd VocO

which cannot be equated when (1 —a)l+ aR7 admits an inverse
for every «a €[0,1]. Thus, to approach aj, , via the minimization
minpep mingep a(d, P) needs to specify those P such that aujing (P) exists,
which may be a challenging task.

Our simulation results confirm that when we set o = (3, the
resulting average global detection error probabilities of the two
settings for a system with only ten sensors are actually close to
each other (cf. Figs. 3 and 4). This indicates that the parameters
that respectively govern the two settings (i.e., & and 3) not only
have the same asymptotical impact on their respective global
detection error probabilities but exhibit little difference for a
system of finite size.

III. A BLIND-ACHIEVING BYZANTINE ATTACK

In this section, apjina(d) = minpep a(d, P) will be estab-
lished in Subsection III-A. What follows is the derivation of
Qg = MiNgep apling(d) in Subsection III-B. Finally, an at-
tack policy that targets the maximization of the probability of
misdetection will be given in Subsection III-C.

A. Minimum Sensor Compromising Probability for Given
Local Output Statistics

Before presenting the derivation of cwjina(d), some prelimi-
nary analysis is necessary. For a given pmf d, we have that

M M M
3 (cgﬁ)—dm) =YY d,=1-1=0
m=1 m=1 m=1

for every 6 € ©. As a result, maxmeM{c%) —dn}>0,V0 €
©. Corresponding to each # € ©, we divide the index set
M ={1,2,...,M} into two groups. The first group M(le)
contains those indices m that satisfy max{cgs) —dm, 0 =0
(equivalently, (:52) < d,,), while the remaining indices belong
to the second group Még).

It can be verified that max,,c M{cﬁ —dpm} > 0implies 1 <
|./\/l(10)| < M, ensuring that none of the two groups are empty.®
If maxmeM{cgg) —dn} =0, we have M(le) = M and hence
Mge) is empty.

In the case that /\/lge) # (), we define

dm [
egf)::pﬁ, me MY, (8)

Note that for those m’s in a non-empty ./\/lge), max{cgﬁ) —

dp,,0} > 0 implies the denominator cﬁfi) >0and 0 <d,, <
c$f{>, and hence eﬁi’,) is well defined and positive.

Theorem 1: If a Byzantine attacker learns the conditional
pmf of the local output ¢?) for every 6 € ©, then for given

decD,

dm,
) =g o Q=)

6M§6) = M implies cgf? < d,, for all m € M; and hence, max,,cum

{ci,f) — dpm } = 0. By this, we can equivalently infer that maxmeM{cgz) —
dm} > 0 implies M| < M.
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Furthermore, (9) can be achieved by P* = {P(9)*},_¢o with its
elements defined as follows:

. 0
1, j=Lle M§ )
(9) )
1— , j=>le M( ).
Qtblind g))
NOSS (dj —c;7) et
Y S - ) \ooimd))
mGM(le)
jeMP&re mP
0, otherwise,
(10
when ./\/lgg) is non-empty, and
PO =1
when Mge) is empty.
Proof: We defer the proof to Appendix A for better
readability. |
Note that when Mge) is non-empty, we have
Zme/vlf) (dm — CES)) = ZmeMge) (C’Srel) —dmy) >0 and the
denominator apjing(d) > e,(f()g) > (0, where
k(0) := arg max e, (11)
mEMéG)

Hence, the P(¥)* in (10) is well defined.

Two remarks are made based on the above theorem. First, the
pmf d in (7) can be regarded as the target distribution that a
Byzantine attacker intends to maliciously change ¢(?) to. Thus,

for those m’s in M(e), the value of c£f)

while cﬁfi) must be scaled down for m € M;G).

Second, the minimizer P(?)* is not unique. We can relax the
“in (10) for j € M} () and ¢ € M(e to any

should be increased,

assignment of p
values satlsfylng

@ o) _ 9 —o 6

S e = 2—ie forje M (2)

‘) plind ()

LeM,
and
&9) (0)

= ——— for/ . 13
E pm cma(d) orl € M, (13)

0
jEM(l )

This gives extra freedom to an attacker in the choice of the
blind-achieving Byzantine transition probability.

A design of the blind-achieving Byzantine transition proba-
bility P* is illustrated in the following example.

Example 2: Consider © = {0, 05,05}, and assume that the
local data is quantized into 4-ary symbols. Let the statistics of
local quantization outputs given each hypothesis be given by

() —[L 1 3 7T c(62) 1 117 (03) _
C 7[1075710;5] > 7[5,5,10,10] ,andc =
[&,1,1 1]T

10757572
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Then, setting the target distribution d to be the uniform
distribution, i.e.,

1 111 11%
d=dy,; = 1:{

M 4,4,474:| WlthM:4,
(1,2}, M =

we obtain /\/1(01) {3,4}, elf) — [—, -,

LT pm%) = (2,3,4}, M"2 — {1}, e®) = [Z,— —
_}T; and ./Vl (63) _ {1 3} Mg03) _ {4}, elfs) —

[—,—,— 37 Theorem 1 implies that

d’ﬂl
Qplind (duni) = max ma}g {1 — ®)
6o mEM:cgn)>0 Crm,

= ImaxX max 6( ) = —.
€0 1nem(? 12

A set of minimizers that achieve apjing(duni), according to
Theorem 1, is respectively given by

1 0 0 0
poe_ |0 1 00 |
ok § 0
27 9 5
5% 56 0 11
03 2 2 1 0 0 0
powe_ |0 1 00 and PO 0 1 0 0
00 10 0 0 1 0
18 6 6 1
(14)

As we have remarked previously, the minimizers that achieve
Qwlind (duni) are not unique. For example, (12) and (13) jointly
imply that (14) can be substituted by

1 0 0 0
0 1 0 0
PO =1 (15)
7 7 % 0
15 3 5
% 38 0 11

Since both (14) and (15) satisfy (7) with identical «, it can be
inferred similarly from the later analysis in (19) and (20) in
Subsection III-C that both result in the same global detection
error probability, and therefore, an attacker can simply select
one of the two to embed onto those compromised sensors. [

B. Minimum Sensor Compromising Probability for
System Blindness

In this subsection, we determine the minimizer d* € D that
achieves o},

Theorem 2: If the Byzantine attacker has the knowledge of
the conditional pmf of the local output ¢(?) for all § € ©, then

1

ZM ()
m=1 MaXgce Cm

Qpling = 1 — (16)
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Furthermore, (16) can be achieved by d* with its components
defined as:

(9)

maxgee Cm

dy, =

iy @ forme M.
2_¢—1 MAXoeo Cg
Proof: See Appendix B. |
The exact expression of agy;,q in Theorem 2 indicates that
the minimum Byzantine effort grows as Z%:l maxgeo oD
increases. It can be derived that under equal prior probability

onf € 0O,

M
E max ¥ = max Pr(u; = m|0)
960 0cO
m=1
M
Pr(u; =m)
2 T pe el

M
= E L-Pr(u; =m) ng(Pr(ﬂul =m)
Oc

and
=m) maxPr(@\ul =m)

Lsmgle = § PI‘

is the probability of correct detection of f based on one single ob-
servation u;. This leads to og,g = 1 — Consequently,

L'Pcl-smgle ’
if the local output u; knows more about f (in the sense of a higher
P ingte), the attacker requires more effort to blind the system.
On the other hand, if the cardinality of the POI (i.e., L) is larger,
a higher Byzantine effort for system blindness is required. In
addition, it is interesting to note that the minimizer d;, can be

shown to be proportional to maxyco cée), ie.,
dr, 1

— * —
@ =1 = aygjpg = I P
maxgee Cm c-single

for every m € M.

From Theorem 2, we can also obtain that the minimum
blind-achieving sensor compromising probability oy);,4 always
satisfies

0<afg <1— S

— “*blind — M

Note that 1 — [ is the minimum blind-achieving sensor com-

promising probability obtained in [17, Thm. 1]. Our result,

however, shows that ;.4 1s always no larger than 1 — ﬁ This

is an anticipated result since extra knowledge of the statistics of

local decisions should help reduce the Byzantine effort. In fact,
we can refine the upper bound in (17) down to

1
min{M, L}

7)

0 < apjpg < 1—

by noting that

r;lea@xc(e)—z Z cEg)SZl:L

0€© me A9) HcO®

M

m=1

where {A(®},.e are disjoint partitions of M such that 9 =

maxgco 052,) form € A,

In the special case of binary hypothesis testing, where © =
{01, 6>}, the determination of the minimum Byzantine effort
that can blind the FC is equivalent to finding the smallest
blinding power such that the resultant Kullback-Leibler diver-
gence between the two conditional pmfs Pr(v; = m |0 = 6;)
and Pr(v; = m|6 = 6) is zero as considered in [11]. In such a
case, the oy);,4 that we establish in Theorem 2 can be written as

ag 1 L
blind Zm@\/ﬁ"l) ngﬂ +Zm€./\/l(92) ngz)
1

L+ emen {0531) —c

Z’rnEM(el) |:C$n ) 57612):|
1+ memon [Cv(ﬁl) —c

which points to the same result as in [11, Thm. 1].
We next continue Example 2 for the illustration of d*.

Example 3: It is obvious that the setting in Example 2 gives
(9) (0) (0 )]

=1-

%2)]

(92)} ’

(0)
[maxgco c1 ,

maXgee Cy *, MaXgep €3, MaXgeo C4
[% é’ 1307 2] and
E/E+i++3) 2
1v/(3 .1, 3 .1 1
3 3 1 3 1 3
o)/ 5+s+icta)| |
G/E+i+E+h] 1S
Hence, we have
Qplind = Cblind(d”)
d 3 3
=max max {1—2‘}:1_22
060 e >0 CT(H) 38

In comparison with apjing(dyni) = % we conclude (conve-
niently in terms of the [-setting perspective with 8 = «) that
an attacker needs to compromise only 9 out of 24 sensors on
average for system blindness, instead of 14 out of 24, if a better
d = d* rather than d = d,; is employed. O

C. Byzantine Transition Probability and Its Resulting Global
Detection Error Probability

In the previous two subsections, the minimum Byzantine
effort agy;,q required for system blindness was determined. It
implied that it is impossible to blind the system if 0 < o <
O4ing- Furthermore, when o = agyy;,4, @ blind-achieving Byzan-
tine transition probability P* = {P(¥)*},.o was given in Theo-
rem 1. However, it should be pointed out that the P* in Theorem 1
cannot make the local quantization output v; and @ statistically
independent for o > oy;};,4- An extension of P* that can blind
the system for a given av > oy, 18 provided in the next theorem.

Theorem 3: For a fixed target distribution of local outputs d
and also for an « satisfying apjina(d) < o < 1, the pair of attack
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parameters (o, P(?)) = (o, {P(®*)1,_g) satisfy (7), where the
elements of M x M matrix P(?*®) are given by

1, j*éEM(e)

j*éEM(e)

(.9)) ( (0))
J L
Zmengdm - 01(’3)) o
jeMP&re MY,
0, otherwise,

(18)

when Mge) is non-empty, and P(%>® = T when ./\/1(29) is empty.

Proof: By taking (o, P(®)) into (7), the theorem can be
proved via a similar procedure as in Step 2 of the proof of
Theorem 1. ]

The above theorem shows that the attacker shall adjust the
Byzantine transition probability matrix P(®) (from u; to v;)
according to the frue sensor compromising probability « and
manipulate it to lie within the range apjina(d) < o < 1. In
particular, from the §-setting equivalence, the true sensor com-
promising probability should match the ratio of the number
of compromised sensors and the total number of sensors. This
adjustment, however, might not be a feasible attack option for
certain scenarios such as when the true sensor compromising
probability varies in time or is even unknown. In these situations,
the designed sensor compromising probability, denoted as ag,
could be different from the true sensor compromising probabil-
ity a.. As a result, how to select the designed parameter ap at
the time a Byzantine transition probability P(®®) is embedded
onto a compromised sensor becomes an essential concern from
attackers’ standpoint. With the new objective in mind, we derive
below the probability of successful detection at the FC due to
managed Byzantine transition probability P(®*) and true sensor
compromising probability « for a target distribution of local
outputs d.

For notational convenience, denote the -corresponding
Pr(v; = m|#0) and Pr(z; = (0.0m:0) ang olfee-),
respectively. Define

m|0) as am

T
0 0 0
a(ﬂ,ag,a) — |:CI,§ Nl WeY) ag ap0) ag\/17a137a):|
and
(0,ap,a) (0,a5,0)  (0,ap,00) (0,ap,) T
O s OB, :: 01 k) k) 02 El k) e 0M7 El

Then, we obtain from Theorem 3 that the Byzantine transition
probability P(@®) satisfies ap (I — (P@))T) ¢(®) = ¢(®) —
d,V 0 € O, which implies that for all § € O,

a(97a37a) _ [(1 _ a)]l + a(P(G,aB))T]C(O)
=@ — oI — (P@2))T) ()

<1 — a) 9+ 2d
aB aB
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=+ Z(d—c?), (19)
aB
and
0(97013,04) _ QTa(G,aB,a)
— (1 _ 0‘) QTe® + 2 Q7d
QB QB
=Q" [ @ 4 — (d— c“’))} . (20)
QB

Unaware of the Byzantine attack, the FC makes its global
decision according to 0(?:25:9) = Q7¢c(® (i.e., a = 0). Hence,
under equal prior probability on the POI, the global decision rule
at the FC can be written as

9( = argmaxHow o8,0) — argmaxH Zqz 2 cé .

i=1 /(=1

The probability of detection at the FC when 6 is uniformly
distributed is thus given by

1 N
7> > [Tel

P.= 2D
€0 20 i=1
_ @ (6)
5 5 T (S [ 2 (a-e)])
€0 20 i=1
(22)
where {0} g are disjoint partitions on MY = M x --- x
M such that
(8 (0) )
9 AN o
o= St) e (S ).
(23)

The above expression shows that the probability of detection
P. = P.(a/ag) depends only on the ratio of o/ for a given
pmf d. As expected, when ag = «, the expression is reduced to
a random guess since

SOOD O (porry

0O zc(9) i=1 \/¢=1

L > 11 (Z‘M zbde> =1 (24)

zeMN =1

where (24) holds because 17 (Q7'd) = @Q1"d=1Td=1.

Our numerical experiments under d = d* indicate that the
larger the ratio is, the larger the global detection error probability
is. Thus, without sacrificing the possibility of blinding the FC, a
capable attacker would lower acg whenever possible. This justi-
fies the choice of fixing ag = ayy);,4, Which is the minimum value
attainable for P(°®) that can either blind the FC (if & = ;)
or force an error performance worse than a random guess (if
Qpjing < @ < 1).
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Fig. 2.  Global detection error probability P.(\) as a function of \ := a/ap

under d = d* and Q = I. The pentagram marks the point that Ps(\) = 1 —

wln

1
3

Example 4: We continue Example 3 with N = 2. Assume
noiseless wireless links between the sensors and the FC, i.e.,
@Q = 1. Unaware of a Byzantine attack, the FC will partition
M? = M x M into

o0 _ 2] [3] [3] [3] [4
IREINEINEINENE
o) (1] [1] [1] [1] [2] [3] [4
Sl 2B A ) ) S
o) _ 272,474.
2] 7 [4] 2] |4

Settingd = d* and o = g =
that for 0 < X\ := a/ap < §,

2
pcmzéz ST+

0€0 2cO(®) i=1

303

0O 2c0(9)

2 from Example 3, we obtain

d: — cg‘?))]

[ o0 4 2. (d, — D)z, — o)

22

* 0) * 0
A (dy, = el + X (dr, zg)cgg} :
We then observe from Fig. 2 that P,(\) = 1 — P.(\) is equal to
% when A\ = 1, exceeds % as A grows beyond 1, and reaches 1

when A = 1/afy,q = 5. O

IV. NUMERICAL RESULTS

In this section, two scenarios will be investigated. Specifi-
cally, Subsection IV-A examines the Byzantine attack policy
proposed in Subsection ITI-C, and verifies the closeness between
the average global detection error probabilities of the a-setting
and the §-setting. Subsection IV-B examines how an imperfect
Byzantine estimate regarding the POI affects the attack
performance.

A. Optimal Sensor Compromising Probability Based on
Perfect Estimate of the POI

We now examine the performance deterioration of global
detection due to the proposed Byzantine attack policy in
Subsection III-C with ag = a4, subject to a perfect knowl-
edge of the POI.

The system model in [17] is employed and summarized as
follows. Let the local observation of the ¢th sensor be modeled by
ri=0+s;,1€N,where § € © = {—p, u} is an antipodally
modulated signal to be estimated, and {s; }? ; is an independent
sequence of random variables having the same Gaussian distri-
bution with mean zero and variance o2,. The conditional pmf
of u; given 0 follows the simple threshold quantizer as u; = m
if o1 <1y < 1My with

—00, m = 0;
Dm =X Ay -(2m—M), 1<m< M;
00, m = M,
where A, := WAMﬁ}H’ and A is an overloading pa-
rameter [21]. As a result, for m € M,

c® = Pr(u; = m|0)

=Pr(Nm-1 <0+ 53 <nm)

=Pr(mm-1—0<s; <npm—0)

—® (’M_H) _® (WH_G) ,
Osen Osen

(25)

where @ is the standard normal cumulative distribution function
(cdf).

The transition probability matrix QQ of the discrete noisy link
between the sensors and the FC is given by g, = Pr(z; =

mlv; =€) = Pr(nm-1 < yi < nml|v; = L), where
=Ay-(2vi— M —1)+n;forv,=1,2,..., M, (26)
and {n;}}¥ | is an independent sequence of random variables

with each n; being Gaussian distributed with mean zero and
variance o2. Note that the factor Ay, is multiplied onto (2v; —
M — 1) in (26) so that we can conveniently re-use thresholds
Nm—1 and 7y, to define gy ,,. As an example of the transition
probability of z; given v; under M = 4 and A = 2, we have

1—61 €1 — €3 €3 — €5 €5
€1 1—261 € —e€3 €3
Q= ;@D
€3 €1 — €3 1-— 261 €1
€5 €3 — €5 €1 — €3 1—61

where ¢, := ®(—k/o) fork € {1,2,...}.

Under the above setting, we first examine the situation, where
an attacker attempts to blind the FC by targeting a local output
pmf d° := (QT) by with byy; = ﬁl being a uniform distri-
bution as in [17]. The Byzantine attacker thus devises the Byzan-
tine probability matrix P(®®) according to (18), parameterized
with ag = apiina(d®). We then illustrate the global detection
error probability P, derived in (22) under N =10, pu =1,

02, =1,0%=4and A =2 as a function of the true sensor
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0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

a (or B)

Fig.3. Global detection error probability P, as a function of o under d = d°
and ag = aping(d®), where d® := (QT) " Tbyy; with by = ﬁl. The setting
of this simulationisthat N = 10, = 1, ofen =1,02 = 4and A = 2. The two
pentagrams mark the values of apjing(d®) for M = 2 (i.e., 1 bit) and M =4
(i.e., 2 bits). As a reference, square points mark the resulting global detection
error probability for the 3-setting.

compromising probability « in Fig. 3. For comparison, we also
plot the global detection error probability under the [5-setting
with 5 = K /N, where the first K sensors are compromised.

Three observations are made. First, it can be observed from
Fig. 3 that the global detection error probabilities of the a-setting
and the [3-setting do not coincide with each other when the size
of the sensor network is finite. However, their difference is quite
small, confirming that the performance of a [-setting system
can be approximated by that of an a-setting system. Second,
uling (d°) increases from 0.4057 to 0.5508 as M grows from 2 to
4. Thus, a higher quantization resolution increases the blinding
effort of a Byzantine attacker if uniform b,,; is the one to be
achieved (as concluded in [17]). Third, further increase in M
such as M = 8 will lead to a d° = (QT) by, that contains
negative components and hence is no longer a legitimate pmf.
Note that the authors of [17] consider only the doubly stochastic
noisy wireless links that satisfy both Q 1 =1 and Q7' 1 =1,
which is clearly violated by (27).”

Next, we replace d = (Q7)'byy by d = d* in Theorem 2
and summarize the results in Fig. 4. For simplicity, the global
detection error probabilities for the S-setting are given only for
M = 16. We observe from Fig. 4 that by taking d = d*, all
four curvesequal 1/2atav = oy = 1 — ﬁ ~ 0.4057. This
observation can be analytically verified as follows. From the fact

7One may notice an anti-intuitive result in Fig. 3 that increasing the resolution
from 1 bit to 2 bits actually degrades the global detection error probability at
a = 0. Note that as the partitions in (23) are optimal without Byzantine attack,
the global detection error at o = 0 is optimal. This anti-intuitive result is indeed
due to the fact that the channel transition probability under M = 4 as given
l-e e } under M = 2. When

[ )
replacing Q by an identity matrix, a larger M shall give a lower global detection
error at o = 0 as anticipated. When « > 0, the partitions in (23) are no longer
optimal with respect to «; thus, there is no guarantee that a higher resolution
renders a smaller global detection error probability even if identity Q is used.

in (27) is not a refinement of Q = [
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that n,, = —nar—m for 0 < m < M, it can be derived from (25)
thatforl1 <m < M,

) — @ <77n“) & ("mlﬂ)
Osen Osen
o <_77m1 +u> _ % <—v7m+u>
Osen Osen

_ & (an+1 +u> & (an +u)
O—SCH O—SCH

_ (=)
= Cr—m+1

and for 1 < m < M/2 with M even,

R (W) & (W)
" Osen Osen

- <—77m1 +u> _ & <_77m +u>
Osen Osen

(=)

= cherl'
We thus have
M M
) — (1) (1)
rglezg(cm = Z max {cm ,CF }
m=1 m=1
M
= " (e, e}
m=1
M/2
=2 Z max {cg,:”),cg\;ﬂ)mﬂ}
m=1
M/2

=2 Z el
m=1

=2-Pris; <pl =2/ Ysen),

where 7en := p?/02, is the sensing signal-to-noise ratio.

Hence, ol = 1 — m, which is independent of M. This

(28)

result indicates that a higher quantization resolution does not
necessarily increase the blinding effort of a Byzantine attacker
if an elaborate design of d = d* is adopted.

Note that the constant oy;, 4 resulting from the binary state
space {—p, pu} is actually a special case, and ogy;,4 in general
grows slightly as the local quantization resolution M increases.
An example is given in Table I, where the state space of © =
{=3u, — 1, p, 3} results in a mildly growing gy, with respect
to increasing local quantization resolution from 3 to 5. In spite
of a larger ag;,q as obtained in Table I, in comparison with
the binary state space, the table shows that blinding the system
is always possible, i.e., an ogy;,¢ < 1 can always be obtained.
However, if a Byzantine attacker targets for uniform by,;, system
blindness becomes unattainable when log, (M) > 3.

We next examine how the sensing signal-to-noise ratio ~ysen
and the overloading parameter A affect the minimum blinding
effort ajy,q- Under © = {—3u, —u, p1, 311}, we derive similar
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Fig. 4.  Global detection error probability /% as a function of o under d = d* and ap = oy, - The setting of this simulation is that N = 10, u = 1, 02, = 1,

2 =4 and A = 2. For all local quantization resolutions of M = 2, 4, 8 and 16, we obtain Qpling = 1 — 2@(1) ~ 0.4057, which is marked by a red hexagram.

As a reference, diamond points mark the resulting detection error probability for the 3-setting with M = 16.

TABLE I —A+3u —A+p )
MINIMUM BLINDING EFFORT oy 4 FOR © = {—3u, —pu, j1, 311 }. THE 2 [(I) ( Oven + @ gsen - e s A <A
SYSTEM SETTING IS THE SAME AS IN FIG. 4 EXCEPT A = 4 = 3
2.0 (), A>dp,
Number of quantization bits ‘ OPing ‘ uplind (d°) ‘ (29)
2 0.4993 0.7017 4 )
3 0.6489 | Unattainable With oy =1 — 1/, maxgee ', We note as antici-
4 0.6677 | Unattainable pated that a higher sensing signal-to-noise ratio vsen = p?/02,
5 0.6710 | Unattainable requires a higher Byzantine effort for system blindness. How-

ever, under A > 4pu, afy;,4 can only approach 1/2 as e grows
large, which is contrary to what has been shown in Table I,

to (28) that in which afj;,q tends to reach 1 — g = § by increasing
M ) M . . M . It can be further derived from (29) that an:l maxgeo 052)
max 9 = Z max {cﬁ; woeom ), Csn”)} is maximized by taking A = 2y, which leads to ag},q =1 —
m=1 m=1 W — 3 as 7een goes to infinity. As a result, an attacker

5 would prefer a system with a larger A and a lower quantization
= Z max{cﬁ,j3“)7cfg“),c§\}f)m Ll %H} resolution.

M/2 B. Near-Optimal Sensor Compromising Probability Based on
=92 Z max{ (= 3#) ( ) 1 05\43‘2+1} Imprecisely Estimated POI
We now examine the impact of an imprecisely estimated POI
M/2 on the attack performance.
=2 Z max {cﬁ; 3u), 07(7; “)} If a group of Np compromised sensors can exchange local
m=1 quantization outputs {ul _, through, e.g., a separate secret
M2 channel and jointly make an estimate of the POI, then the
= 205‘3“) +2 Z max {ng:w)’ ngu)} . detection probability of error is equal to
m=2
For M = 4, we obtain Pe,Byzantine =1-— Z maX 0(9) (30)
uEMNB i=1
maxc?) = 2. 65*3“) +92. max{cgf?’”),cg“)} We list P pysanine in Table II under the same setting as in
e €@ Fig. 4 for Ny less than ten, and notice that the Byzantine
“A+43u 1 detection error probability I Byzanine can be made below 0.05
= 2 - max {fb <Usen> + @ <Usen> through cooperation among just four compromised sensors when

M > 4. The same Byzantine detection error probability level
_ <—A + ,u) o ( Bp ) } can be reached for M > 2 when only five compromised sensors

form a cooperative group. Notably, . gyantine i independent of

Osen Osen
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TABLE I
BYZANTINE DETECTION ERROR PROBABILITY P, Byzantine AS A FUNCTION OF
THE NUMBER OF COOPERATIVE COMPROMISED SENSORS N AND THE LOCAL
QUANTIZATION RESOLUTION M

P Byzantine
Ng Number of quantization bits
1 [ 2 [ 3 | 4
1 0.1587 | 0.1587 | 0.1587 | 0.1587
2 | 0.1587 | 0.1346 | 0.0863 | 0.0801
3 ] 0.0675 | 0.0576 | 0.0436 | 0.0421
4 | 0.0675 | 0.0494 | 0.0258 | 0.0234
5 | 0.0310 | 0.0230 | 0.0139 | 0.0130
6 | 0.0310 | 0.0197 | 0.0084 | 0.0074
7 1 0.0148 | 0.0095 | 0.0046 | 0.0042
8 | 0.0148 | 0.0082 | 0.0029 | 0.0025
9 | 0.0072 | 0.0041 | 0.0016 | 0.0014

the number of sensors /N but only a function of the number of
cooperative compromised sensors Np (see the exact expression
in (30)); hence, when N is further increased, the attacker can
attain the same level of P pysanine With a smaller fraction of
cooperative compromised sensors to all the sensors.

In order to evaluate how the accuracy of Byzantine estimate
affects the attack performance, we substitute (30) by a simple

model as follows:
R 1—(L-1) 6 =06
Pr (aByzamine = 9/ | 9) = ( )
0, 0+ 0,

where § > 0 is regarded as a rough approximation of the prob-
ability that the compromised sensors guess wrongly on the true
POI 6.

We then re-derive (19) by incorporating the above POI esti-
mation model as:

al®-en0) — {(1 —a)+a(l—(L-1)d) (Wf’ﬂs))T

LY (www)T] o0

0'cO,0'£0

c® —a(1—(L—1)) [H - (PWB))T] c®

- Z ad []I - (P(O’,O‘B))T] c?

6'cO,0'#46
0 _
= —a(l—(L—l)é)M
QB
0 _d
_ o5 —d)
0'cO,0'46 B
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TABLE III
GLOBAL DETECTION ERROR PROBABILITY P, AS A FUNCTION OF THE
BYZANTINE ESTIMATE ERROR § ON THE PHENOMENON 6 UNDER
ap = oag]ind =~ 0.4057 FOR TWO DIFFERENT SENSOR COMPROMISING
PROBABILITIES o = ay; ¢ AND @ = 0.5

Number of
4 | Pefora=af, | Pfora=05
quantization bits
1 0.3866 0.4919
2 0.4049 0.4933
0.1
3 0.4025 0.4931
4 0.4032 0.4931
1 0.4428 0.5624
2 0.4522 0.5521
0.05
3 0.4509 0.5534
4 0.4513 0.5530
1 0.4885 0.6177
2 0.4904 0.5986
0.01
3 0.4902 0.6010
4 0.4902 0.6002

and the conditional distribution of z; given 6 is

O(G,QBA,a) _ QTG(O,QB,Q)

- {1 g - 1)5“} QTc®

(€5:] ap
- Y Qe + Zb. 31
geooo B aB

The global detection error probability at the FC can thus be
obtained via the formulation of (21), which according to (31)
becomes a function of Byzantine estimation error ¢ as shown
in Table III. Specifically, under the same setting as in Fig. 4,
we observe from Table III that an imperfect Byzantine estimate
does mitigate the deterioration effect of a Byzantine attack, and
setting o = agy;,q €an no longer blind the system; however, the
global detection error probability at the FC is still very close
tol— % = % From the attacker viewpoint, a remedy could be
to raise « from oy,q =~ 0.4057 to, e.g., 0.5, in which case a
Byzantine estimation error ¢ of 0.1 can still degrade the global
detection error down to a random-guess performance.

We remark at the end that oy));,4 obtained in Fig. 4 seems to
hint that the attacker needs to compromise at least half of the
sensors because the smallest integer larger than N x ogf;q =
10 X agyinq 1s 5. However, such a high need for the fraction
of compromised sensors is due to the strong requirement of
blinding the system. When targeting only a certain degree of
deterioration of global detection performance instead of blinding
the system, an attacker can still adopt the statistical attacking
scheme proposed in Subsection III-C, and expect that a fairly
serious deterioration can be reached with an o smaller than g 4.
This expectation can be supported by Fig. 4, where the curves
of global detection error probabilities at the FC follow closely
a direct trace connecting the point at o = 0 and the point with
coordinate (v, Pe) = (Ofjings 3)- Since agj,q is the minimum
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sensor compromising probability attainable by any statistical
attacking scheme that is required to result in P, = %, it may be
justified to state that the global detection error probability at the
FC is close to a certain worst value by our attacking scheme at
any « between 0 and o 4.

V. CONCLUSION

An optimal Byzantine attack policy for WSNs with M -ary
data from a finite of number of local sensors was derived under
the assumption that an attacker can acquire the statistics of local
outputs. The closed-form expression of the minimum sensor
compromising probability agy;,4 to achieve the perfect blindness
of global detection was obtained. While most of the early works
on robustness of distributed detection focused on the binary
hypothesis testing problem due to analytical convenience, our
results can be well applied for an arbitrary finite number of hy-
potheses. In addition, we have generalized the notion of system
blindness, which simply requires the independence between the
receptions from sensors and the POI; as a result of this general-
ization, the optimal Byzantine attack policy we proposed works
for any noisy link as long as the transition matrix of the noisy
link Q admits an inverse. In situations when Q is not invertible,
the minimum sensor compromising probability is often smaller
than the afy;,q from Theorem 2. In particular, when M = 2, the
minimum sensor compromising probability is reduced to zero
for any non-invertible Q. For M > 2, however, the minimum
sensor compromising probability subject to a non-invertible Q
shall become a function of Q and may not exhibit a simple
expression as that in Theorem 2, and its determination could be
an interesting theoretical challenge.

APPENDIX A
PROOF OF THEOREM 1

The theorem is actually intended to prove

(4
Qplind (d) = max 62(2)
00 : MY 0

where ¢! and k() are respectively defined in (8) and (11).
Note that it is reasonable to assume that

(9) # () for at least one § € O; (32)

otherwise, we have ¢(?) = d for every 0 € ©, which implies
trivially ablind(d) =0.

With the validity of (32), the theorem can be proved in two
steps. The first step shows that every « satisfying ¢(?) — d =

a (I = (PO)T) c® for some P(?) must be no less than e,(f()e)

if M'?) £ . The second step gives the specific choice of P(9)*
that verifies the achievability of the claimed cujing(d).

Step 1. apjina(d) > e,(f()g)for every 0 € © with /\/lg)) #+(): We
know from (7) that

Z pm ,k(0) (9)>

meM

N (0) ©) O
=a (1 ‘pkw)}k(e)) Gy = D Pk
meM{k(0))

(0)
Crio) — dro) = a(%(e

(33)

This implies

0)
aza (1 Pr(), k<e>>

di(0) ) ey
=loTm te Y. Pk O
k() meM\{k(0)} Ck(6)

>0
deoy _ (o)
>1- (9) = ek(g)a (35)

k(o)

where the equality in (34) follows from (33).

Step 2. apjina(d) = max el () % - We now show that

0€O : M<9>¢w
the specified P(?)* validates (7) with v = Qpling(d).

When M§9> is empty, we have ¢(¥) = d. Thus, taking P(9)* =
I and oo = ajina(d) trivially validates (7).

Next, subject to that Mée) is non-empty, we re-write (7) as
a (]P’(a))T c? = ac'® 4+ d — ¢, which is equivalent to

(0) () 0)0) _ d; =
J

D ;¢ + Z Dy j

(=1,0+]

)
c; '+

for j € M; here, the action of dividing by « is justified as we

have already proved in (35) that o > 6;0()9), and eff()a) > 0 for

non-empty ./\/lée).
We thus take o = apjina(d) and P©®
equation and obtain:

= P®* into the above

(OF (9 (0)= (0) (0)+ (9)

Pjj + Z£EM<9)\{J}p5 i T ZZGM(S) Pe;
(9) j
=G Ol d(d) forj e Ml :
Ore? g _ ey MY
p]] + ZEeM\{]}pZ,j C( - ablmd(d) orj €
3
(36)

It remains to show that the elements of P (9)*

of equations in (36).
From (10), we obtain that

satisfy the two sets

(0)
(0)* ej : (6)
r=1—-—2 __ forjeM
Pis Qping (d) J 2
gej)* = for £ € M and

je ./\/lge) and ¢ # j,

which immediately validates the second set of equations in (36).
The first set of equations in (36) can be confirmed by noting that:

p;aj)* =1 for j € M(g)
pﬁf}"_o forée./\/lg ) and
VES Mf’) and ¢ # j;
dj — 9
O 0 _ BTG
Zee/\/tém pe’J Cé ablind(d) orJ < Ml '
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APPENDIX B
PROOF OF THEOREM 2

For notational convenience, we define

. 3 dm
t(d) := 1 — apiina(d) = oa me/\r/tr:lglz)w {C(w(j)} ,
and
) 1

t* = =
M (0) (0)
> =1 MaXgeo Cm 2 20c0 DmeA® Cm

)

where { A"}y are L disjoint partitions of M (possibly with

some empty partitions) such that c£2) = maXgeco 052 )

A®).

The theorem can be proved in two steps. We first show that
t(d) < t* for all d € D. We next provide a specific d* that
validates ¢(d*) = t*.

We now prove the first step by contradiction. Suppose that
there exists a d° € D satisfying ¢(d°) > ¢*. Then, for every § €

O and for every m € M with 07(72) > 0,
dS 1

©

form €

>t = Gk
220€0 2omem® Cm
Equivalently, for every 6§ € © and for every m € M with
(9)
>0,

Cm

49

e
2 0c0 D me A®) an)
(0)

Noting that ¢;,” = maxgeg cﬁﬁ') > 0 form e A according
to the assumption in (1), we derive from (37) that

M
Z_:ld‘;ﬁz > dn

0€O me A©)
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C
> > —
00 meA®) 2 0c0 Dt A®
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which contradicts the fact that d° is a pmf in D. This finishes
the proof of the first step.
It remains to provide a d* such that ¢(d*) = t*. Define

di, =9 . t* for e @ andm e A

and verify that

M
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m=1 0O mec A1) 0O me A
Then,
. : : A,
t(d*) =min  min N0}
00 mem:c? >0 Ly,

min

. L G
=g {meA<e> { 5,93} mgA®) { & }}

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 68, 2020

09
= min min< ¢*, min { %t* }
meUB’E@:G/#G AN Cm,

0cO
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where (38) holds since for m € A@) and ¢ #40, cﬁ,i” =

maxgrece Cm
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O > 9 Thus, maxgep t(d) =t(d*) = t*.
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